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ABSTRACT

The emergence of the Mobile Ad Hoc Networking (MANET) technology advocates self-
organized wireless interconnection of communication devices that would either extend or
operate in concert with the wired networking infrastructure or, possibly, evolve to
autonomous networks. In either case, the proliferation of MANET-based applications
depends on a multitude of factors, with trustworthiness being one of the primary challenges
to be met. Despite the existence of well-known security mechanisms, additional
vulnerabilities and features pertinent to this new networking paradigm might render such
traditional solutions inapplicable. In particular, the absence of a central authorization facility
in an open and distributed communication environment is a major challenge, especially
due to the need for cooperative network operation. In MANET, any node may compromise
the routing protocol functionality by disrupting the route discovery process.

Unlike the wireline networks, the unique characteristics of MANETs pose a number of
nontrivial challenges to security design, such as open peer-to-peer network architecture,
shared wireless medium, stringent resource constraints, and highly dynamic network
topology. These challenges clearly make a case for building multifence security solutions
that achieve both broad protection and desirable network performance. In this paper we
focus on the fundamental security challenges, discuss the challenges to security design,
and review the state-of-the-art security proposals that protect the MANET link- and
network-layer operations of delivering packets over the multihop wireless channel.
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1. INTRODUCTION

In recent years mobile ad hoc networks (MANETS) have received tremendous attention
because of their self-configuration [6] and self-maintenance capabilities. While early
research effort assumed a friendly and cooperative environment and focused on problems
such as wireless channel access and multihop routing, security has become a primary
concern in order to provide protected communication between nodes in a potentially
hostile environment. Although security has long been an active research topic in wireline
networks, the unique characteristics of MANETSs present a new set of nontrivial
challenges to security design. These challenges include open network architecture,
shared wireless medium, stringent resource constraints, and highly dynamic network
topology. Consequently, the existing security solutions for wired networks do not directly
apply to the MANET domain.
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The ultimate goal of the security solutions for MANETS is to provide security
services, such as authentication, confidentiality, integrity, anonymity, and availability,
to mobile users. In order to achieve this goal, the security solution should provide
complete protection spanning the entire protocol stack. Table 1 describes the security
issues in each layer. A fundamental security problem in MANET: the protection of its
basic functionality to deliver data bits from one node to another. The network
connectivity between mobile nodes over potentially multihop wireless channels, which
is the basis to support any network security services. Multihop connectivity is provided
in MANETS through two steps: (1) ensuring one-hop connectivity through link-layer
protocols (e.g., wireless medium access control, MAC); and (2) extending connectivity
to multiple hops through network layer routing and data forwarding protocols (e.g., ad
hoc routing).

Tablel
The Security Solutions for MANETS at Different Layer

Layer Security issue

Application layer Detecting and preventing viruses, worms, malicious codes and
application abuses

Transport layer Authenticating and securing end-to-end communications through data
encryption

Network layer Protecting the ad hoc routing and forwarding protocols

Link layer Protecting the wireless MAC protocol and providing link-layer
security support

Physical layer Preventing signal jamming denial-of-service attacks

One distinguishing characteristic of MANETS from the security design perspective
is the lack of a clear line of defense. Unlike wired networks that have dedicated routers,
each mobile node in an ad hoc network may function as a router and forward packets
for other peer nodes. The wireless channel is accessible to both legitimate network
users and malicious attackers. There is no well defined place where traffic monitoring
or access control mechanisms can be deployed. As a result, the boundary that separates
the inside network from the outside world becomes blurred. On the other hand, the
existing ad hoc routing protocols, such as Ad Hoc On Demand Distance Vector (AODV)
[17] and Dynamic Source Routing (DSR) [10], and wireless MAC protocols, such as
802.11 [11], typically assume a trusted and cooperative environment. As a result, a
malicious attacker can readily become a router and disrupt network operations by
intentionally disobeying the protocol specifications.

There are basically two approaches to protecting MANETS: proactive and reactive
[9]. The proactive approach attempts to prevent an attacker from launching attacks in
the first place, typically through various cryptographic techniques. In contrast, the
reactive approach seeks to detect security threats a posteriori and react accordingly.
Due to the absence of a clear line of defense, a complete security solution for MANETS
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should integrate both approaches and encompass all three components: prevention,
detection, and reaction. For example, the proactive approach can be used to ensure the
correctness of routing states, while the reactive approach can be used to protect packet
forwarding operations. Security is a chain, and it is only as secure as the weakest link.
Missing a single component may significantly degrade the strength of the overall security
solution.

2. CHALLENGES

One fundamental vulnerability of MANETs comes from their open peer-to-peer
architecture. Unlike wired networks that have dedicated routers, each mobile node in
an ad-hoc network may function as a router and forward packets for other nodes. The
wireless channel is accessible to both legitimate network users and malicious attackers.
As a result, there is no clear line of defense in MANETSs from the security design
perspective. The boundary that separates the inside network from the outside world
becomes blurred. There is no well defined place/infrastructure where we may deploy a
single security solution. Moreover, portable devices, as well as the system security
information they store, are vulnerable to compromises or physical capture, especially
low-end devices with weak protection. Attackers may sneak into the network through
these subverted nodes, which pose the weakest link and incur a domino effect of security
breaches in the system.

The stringent resource constraints in MANETSs constitute another nontrivial
challenge to security design. The wireless channel is bandwidth-constrained and shared
among multiple networking entities. The computation capability of a mobile node is
also constrained. For example, some low-end devices, such as PDAs, can hardly perform
computation-intensive tasks like asymmetric cryptographic computation. Because
mobile devices are typically powered by batteries, they may have very limited energy
resources. The wireless medium and node mobility poses far more dynamics in MANETS
compared to the wireline networks. The network topology is highly dynamic as nodes
frequently join or leave the network, and roam in the network on their own will. The
wireless channel is also subject to interferences and errors, exhibiting volatile
characteristics in terms of bandwidth and delay. Despite such dynamics, mobile users
may request for anytime, anywhere security services as they move from one place to
another. The above characteristics of MANETSs clearly make a case for building
multifence security solutions that achieve both broad protection and desirable network
performance. First, the security solution should spread across many individual
components and rely on their collective protection power to secure the entire network.
The security scheme adopted by each device has to work within its own resource
limitations in terms ication protocols in the ad-hoc wireless networks is challenging
because of the limited wireless transmission range, broadcast nature of the wireless
medium (hidden terminal and exposed terminal problems [6]), node mobility, limited
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power resources, and limited physical security. Advantages of using an ad-hoc wireless
networks include easy and speedy deployment, robustness (no infrastructure required),
adaptive and self-organizing network.

CONCLUSION

Designing a secure ad hoc wireless networks communication is a challenging task due
to (1) insecure wireless communication links, (2) absence of a fixed infrastructure, (3)
resource constraints (e.g. battery power, bandwidth, memory, CPU processing capacity),
and (4) node mobility that triggers a dynamic network topology. The majority of
traditional routing protocols design fail to provide security. The main requirements of
a secure routing protocol are: (1) detection of malicious nodes; such nodes should be
avoided in the routing process, (2) guarantee of correct route discovery, (3)
confidentiality of network topology; if an attacker learns the network topology, he can
attack the bottleneck nodes, detected by studying the traffic patters. This will result in
disturbing the routing process and DoS, and (4) stability against attacks; the routing
protocol must be able to resume the normal operation within a finite amount of time
after an attack.

Security never comes for free. When more security features are introduced into the
network, in parallel with the enhanced security strength is the ever-increasing
computation, communication, and management overhead. Consequently, network
performance, in terms of scalability, service availability, robustness, and so on of the
security solutions, becomes an important concern in a resource-constrained ad hoc
network. While many contemporary proposals focus on the security vigor of their
solutions from the cryptographic standpoint, they leave the network performance aspect
largely unaddressed. In fact, both dimensions of security strength and network
performance are equally important, and achieving a good trade-off between two extremes
is one fundamental challenge in security design for MANETS.
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