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Abstract: The timely and automatic recognition and characterization 

of cyber threats at the source and destination levels, deep learning 

technologies are frequently utilized in construction of an Intrusion 

Detection System (IDS). However they are continually emerging due 

to malicious attacks and exist in very large amounts that require a 

scalable response, several problems arise. For further study by the 

data security community, numerous malware datasets are publicly 

accessible.  

The thorough Analysis of the results on numerous publicly 

available databases of various machine learning algorithms has 

however, not been seen by a current report. The publicly available 

malware datasets are to be systematically updated and benchmarked 

Owing to the complex nature of malware, attack tactics are 

continually evolving. A deep neural network in this paper (DNN), 
Big Data based Hierarchical Deep Learning System(BDHDLS) and a 

form of Deep Learning(DL) model is being investigated for creation 

of scalable & efficient IDS in order for identify & recognize 

unexpected and unforeseen cyber attacks. The changing environment 

in network activity and rapid attack evolution makes it essential for 

evaluate various databases generated by simple and complex 

approaches all these years. The above kind for analysis makes it 

possible to find the right algorithm that can work reliably to identify 

potential cyber threats. 

Keywords:  Deep neural networks (DNN), Intrusion Detection 

Systems (IDS), NSL-KDD, NIDS, HIDS, BDHDLS, Deep 

Learning(DL), Neuron, Internet of Things(IoT).

 

I. INTRODUCTION 

Applications and networks for information and 

communication technology (ICT) handle multiple sensitive 

user data exposed to multiple internal and external intrusion 

attacks. Such assaults sometimes could be mechanical, device-

generated, & development for obfuscation can be diverse and 

progressively leading to undetected data breaches. Because 

enormous quantity of information will processed everyday as 

well as the interdependency on the internet technology of the 

world [1], Every month, safety experts notice more and more 

security flaws in these infrastructures.  

This technology flaws provide cyber criminals with 

ways to encroach through certain utilities and conduct 

disruptive operations[2]. Vulnerability management 

professionals & programmers also need to build multiple IDS 

to safeguard systems & software against perpetrators who can 

target the internet infrastructure & which could damage 

economical, pharmaceutical, or some valuable information in 

metadata. The wide- use of the IoT definition, large quantities 

of interconnected sensor devices, comprising including 

computers, automated devices, smart devices, detectors & so 

on.[3] Because of  immense network scale and 

uncontrolled/anonymous internet structure, the security of the 

company's data and correspondence has emerged as a daunting 

problem for researchers[4]. 

Although firewalls are used for this prevention in 

most systems, Recognized as the second line of protection, 

intrusion detection systems (IDSs) acts as key towards 

increasing level for device stability. Intruders have been 

constantly attempting for discovering several evade 

circumvent networks risky prevalent. IDS are becoming an 

inevitable part of protection schemes[5]. 

The transformation in strategies for detecting 

intrusions is inspired for certain basic information, such as: 

• Networked applications are so complex and very 

vulnerable to errors, and intruders/hackers can exploit 

these mistakes. 

• There are some important security vulnerabilities in 

current network systems that Place them as a priority for 

hackers. While there are several instruments and works 

that aims to identify and repair these shortcomings, it is 

mostly not possible to close all of them. While there are 

several preventive systems for intrusion, full prevention is 

not feasible. As a result, IDS has emerged as an 

outstanding method for recording and trapping [6]. 

• Recognize the intrusions. A preventive mechanism can be 

modified automatically after this stage. Most prevention 

mechanisms protect the device from external criminals. 

Nowadays, many of those assaults were still performed 

along registered users for business, who are difficult to 

classify, This style of attack can be more harmful too. 

• To overcome these prevention and detection mechanisms, 

new types of attack are developed. Security solutions can 

also be updated to a complex structure by using some 

learning or upgrading process. IDSs, as shown in Figure. 

1, typically contain three key components[7]. 

• First the network flows can be tracked by a data collection 

system, then it is important to use these data to describe 

the functions, and a function vector. 
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• Eventually, a categorization model is carried out for 

the use of this vector also the tracked flows may be 

classified for natural either as an intervention as per 

existing experience[8]: 

 

Figure. 1: Intrusion Detection System modules 

 

Comparatively, automatic feature extraction is 

conducted by deep learning algorithms, allowing researchers 

to remove biased aspects for limited entity awareness & social 

effort. Such strategies provide an interface for layered 

statistical modeling where it is possible to extract elevated 

functionality over the final stage from the networks, whereas 

minimal data are obtained by the lowest stages. Artificial 

Intelligence (AI) originally inspired these types of 

architectures, which replicated the operation of main sensory 

modality throughout neural networks[9]. The description of 

information from disparate scenes can be extracted 

spontaneously by individual neurons. 

 The source is the information that the scenario 

receives through the eyelids, since this labeled entities are the 

outcome. It illustrates most strength of DL, that is what it 

functions in neural networks. DL is currently the leading 

avenues of study in the Machine Learning technologies, with 

tremendous progress in many fields. This research offers an 

summary of DL by diverse viewpoints, involving experience, 

complexities, possibilities, algorithms, mechanisms, 

implementations, concurrent  and decentralized strategies 

techniques [10]. 

 

OBJECTIVE: 

The objective of this paper includes by using deep 

learning approaches which has been used for intrusion 

detection system(IDS) by using different form of approaches 

like neural networks, big data and NSL-KDD technique. 

 

RELATED WORK: 

 

Although DL can be identified as major innovative 

area, whole report continuous to bring a big overall view and 

share technical skill with through intrusion detection system 

using various techniques. 

There are various techniques related to the control of cyber 

criminals: 

 

1. Work on safety concerns linked towards NIDS and HIDS 

has persisted from begging of electronic devices. Within 

current era, the implementation of ML deployment of NIDS 

and HIDS has been of primary concern between cyber-security 

experts and professionals. In order to improve NIDS and 

HIDS, ML and DL techniques often used[11]. 

• Network-Based Intrusion Detection Systems (NIDS): 
primarily use either statistical measures or computed 

thresholds on feature sets such as packet length, inter-

arrival time, flow size and other network traffic 

parameters to effectively model them within a specific 

time window. 

• NIDS is having some of the drawback such as They suffer 

from high rate of false positive and false negative alerts, A 

high rate of false negative alerts indicates that the NIDS 

could fail to detect attacks more frequently, and a high 

rate of false positive alerts means the NIDS could 

unnecessarily alert when no attack is actually taking place. 

• Host-Based Intrusion Detection System(HIDS): The 

requisite framework for the study and collection of 

knowledge from target device vulnerabilities is given by 

various development packages such as Metasploit, 

Sqlmap, Nmap, Browser Exploitation[13]. 

 

• Such information is used by malicious attackers to launch 

attacks on different applications, such as FTP servers, web 

servers, SSH servers, etc. Existing techniques such as 

firewalls, methods of cryptography and authentication are 

aimed at defending against certain threats by service 

providers. This methods include limitations, since 

unauthorized users can be acquire inappropriate approach 

for computer[14]. 

II. LITRATURE SURVEY 

By using the above methods of security there are 

different types of issues in it and it can also be implemented 

by the latest algorithms and technique of deep learning 

methods are: 

a) NIDS  implementation method: 

For their performance benchmarking, the NSL-KDD 

dataset. Accordingly, any dataset alluded to from this point 

forward should be considered as NSL-KDD. This approach 

makes it possible to more reliably compare work with those 

found in literature. Another downside is that for both 

preparation and study, most employees use training results. 

Finally, we address a few methods focused on deep learning 

that have been tried so far with related job styles [15].  

 

Figure. 2: Various stages 

involved in our NIDS implementation. 
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Figure. 2 shows different stages involved in NIDS 

implementation with the new attributes, We use the NSL-KDD 

training data without labels for the first stage of self-taught 

learning for feature learning using coarse auto encoders. In the 

second step, we add the newly learned feature representation 

to the training data itself for the classification using soft-max. 

Retrospection. In our implementation, all the unlabeled and 

classified data for feature learning and classifier training come 

from the same source, i.e. training data from NSL-KDD [16]. 
 

III. BDHDLS  phase  

The first approach is to use the BDHDLS: It is a 

method that uses topographical map design to coordinate 

several DL models. Where the design of cluster is built  

separate observations through widely varying categories where 

every DL method is trained for comparison on each category 

to research special information dissemination with this 

category on similar samples[17]. 

Figure. 3 shows BDHDLS construction consists of five 

stages[18]: 

• In the first step, the behavioral function and content 

function are retrieved & choose by using  metadata  

process. 

• In the 2
nd

 stage, the entire data set segmented into 

one-level clusters using a concurrent to K-means 

cluster process, where the samples in each tree cluster 

typically exhibit identical traffic patterns. 

• A hierarchical clustering procedure is conducted 

through the third stage to create the sub-tree of the 

cluster in every one-level cluster with lesser 

constraint  conjunction. 

• At fourth step, in each cluster, a DL model are design 

in the topographical map to learn distinctive data 

distribution patterns in category. 

• Deep learning models' decision values are combined 

in the final step to allow the final judgment whether 

or not the sample is intrusive. 

 

IV. DNN  layers 

 

The other approach uses the concept of the deep 

learning algorithm to network activity; data preparation, model 

definition and compilation, model fitting and model validation 

are the steps to create an effective deep learning approach 

(prediction) [19]. 

Figure. 4 describes Neurons : the building blocks of 

artificial neurons in neural networks. These are simple 

computing units that use an activation mechanism to produce 

an output signal and have weighted input signals[20]. Neuron 

has a bias and can be viewed as a feedback that also has a 1.0 

value and must often get measured. Example, neural still had 

binary values, but in either three values are required[21]. 

 

Figure. 3: Different phase of hierarchical deep learning phases. 

 

 

 
 

Figure. 4: Model of simple neuron 

 

From every feedback include 1 with prejudices. Tiny 

unpredictable variables, along  variables inside  range of 0 to 

0.3, are frequently initialized into weights, although more 

complicated initialization schemes can be used[22]. 

Figure. 5 shows different layers of DNN [23]: 

 

a) Input  Layer : 

Since it's the revealed artificial neural portion, the 

input or observable layer is called the very first layer that 

receives data from any database. An input layer with one 
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neuron per value of each input in the dataset also characterizes 

a neural network. 

 
 

Figure. 5: Deep neural network with five layers 

 

b) Hidden Layer: 

The hidden layers are called hidden after the 

input layer, since they’re never immediately open to 

feedback directly. The simple e.g. of a neural 

networks creating a neuron in this layer which gives 

value as output. The growth is the strength of 

computing & more powerful collection. You can 

create really DNN. There may several hidden layers 

in the neural network. 

 

c) Output Layer : 

 

Final layer is referred to as the output layer 

which is capable of transmitting values that meet the 

format needed for the issue to the variable or vector. 

 

V. CONCLUSION 

 

In this work, by introducing various types of 

methods such as big data, NSL-KDD and neural 

networks, the notion of deep learning in the field of 

intrusion detection system where it can be used for 

the help of cyber security which can be implemented 

using different types of implementation method it can 

be used for various field which can be implemented 

in industries and also for different places also with 

the suitable algorithm like and it can also be 

improved according to the requirements. 
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