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Abstract: Advancements in the information and communication technology (ICT) have given rise to high speed communicating
networks with revolutionary impacts on the global trade and commerce. They have created a new Internet which has evolved
with many business and personal tools. Among these tools is the Voice over Internet Protocol (VoIP) telephony that enables
the transfer of voice calls via the Internet instead of the local telephone company. As customary with many new information
technologies, VoIP brings new opportunities with risks and security challenges. This paper discusses these challenges with
the techniques to manage them.

Keywords: ICT (Information and communication technologies), SPIT (Spam over Internet Telephony), SPIM (Spam over Instant
Messaging).

1. INTRODUCTION

Information and communication technologies (ICT) have
become very central in advancing the social and economic
developments of nations. They have ushered new ways to
transact businesses transforming nations into knowledge
based economic structures and information societies with
electronically linked interdependent relationships.  Internet,
very pivotal in this global information revolution, has
continuously evolved delivering new business tools owing
to the phenomenal advancement in computing performance.
From email to telephony, Internet has become the central
marketplace of commerce in the 21st century. It is very
appealing for its speed, cost and usability. Consequently,
both private and public organizations operating in a highly
competitive cyber world adopt its evolving tools to survive
and grow. Adopting these technologies brings risk and
security problems along with the opportunities. While the
risks include hacking, eavesdropping, spamming etc, the
opportunities are low-cost, flexibility, usability among others.
To ensure businesses continuity, these threats must be
properly managed.

2. WHAT IS VOIP

VoIP is a technology that enables voice communication on a
high speed Internet interconnection. It includes the software,
a hardware and network protocol that enable the delivery of
hone service through the Internet instead of the local phone
company. As shown in Fig. 1 the communication can be
initiated from a computer or a telephone to either a computer
or to a phone via internet. If an analog phone is used, a phone
adapter is needed to convert the analog signal into a digital
signal for transmission via the Intemet.  In many instances,
the service comes with a special phone, VoIP phone, which
does not require an adapter. This technology is cheap compared

to the traditional phone service as international calls can be
charged as local calls in some service packages. The service
delivery varies; while some VoIP providers allow subscribers
to call any phone at flat rate, some differentiate between
local and international calls. In some services, subscribers
have the capacity to archive conversations. Irrespective of
the service type, Internet carries the call with security and
risk issues.

Fig. 1: VoIP Structure

3. PERTINENT ISSUES WITH VOIP

The VoIP technology works on the premise that audio signals
be transmitted, after processing, as data packets along the
traditional data paths to its desired destination .  This means
that while on transit, these voice packets are essentially
modified data packets and will be treated no different as true
data packets by the transmission media and paths.

mailto:er@gmail.com


8 6 International Journal of Electronics Engineering

The assertion above implies that in addition to the
problems associated with the delivery of traditional voice
communication between any two end points; these voice
packets will now also be susceptible to the challenges of
data networks like service delivery efficiency, Quality of
Service (QoS), latency and internet traffic threats and attacks
such as Denial-of-Service (DoS) attacks, Viruses, worms and
the newer ones like Spam-over-Internet-Telephony (SPIT),
Spam-over-Instant-Messaging (SPIM) and peer-to-peer
communications.

The solution to most of these problems will also be
derived from the solutions already in use to mitigate such
incident the traditional data networks. Among this involves
ensuring that industry standards are met in the general
design of the data infrastructure with proper resource ratio
management and a pervasive bottom-to-top security design
built right into the core of the network infrastructure from
inception rather as “add-on” solution . These best-practices
built into the voice/data infrastructure and application will
most likely militate against Virus, Worms, DoS and SPIT.

Another critical factor which is hindering wide-spread
use of VolP is its compatibility with pre-existing security
technologies. An example is the interoperability of the SIP
(Session Initiation Protocol), a voice/multi-media application
enabler and a state firewall that is key part of the data security
solution. This protocol enables VoIP communications to
mimic traditional voice communications and offer similar
features like:

• call transfer

• call conference

• call hold

4. BENEFITS OF VOIP

The following as some of the benefits of VoIP:

Cost Reduction: The most basic benefit of VoIP is the
cost of the service . In many VoIP services, the costing is flat
with no discrimination between local and international calls.
Furthermore, due to the low costs on Internet traffic, minimal
overheads are incurred by deploying VoIP services. For
enterprises, optimizing network bandwidth by deploying
both data and voice communication on the same network
could save resources.

Flexiblity: It offers great flexibility by allowing
subscribers to use their phones at any location with Internet
connection without network signal and physical limitations
associated with wireless and wired telephones respectively.
In other words, a VoIP subscriber in Baltimore, USA can use
a VoIP service in London, UK without a limitation of distance
and location provided Internet is available.

Consolidation : VoIP offers the opportunity to
consolidate data and voice on the same network with lesser
resource duplication. This enables consolidated network

management with possible positive impacts on enterprise
bottom-line.  Besides, a consolidated system could be simpler
to manage.

5. SECURITYAND RISK ISSUES IN VOIP

There are many security and risk issues assocated with VoIP
which involve the hardware, software and the network
protocols. VolP faces similar security challenges as many IT
infrastructures; physical, logical etc. These include the physical
and network security on the computers, routers, servers,
switches, VoIP phone and other components that made up
the VolP system. Specifically, risk and security issues unique
to VoIP are discussed below:

• In some VoIP services, the services do not work during
power outages. This could result to diffculty in
contacting police, medical and fire services during
emergencies.

• In some services, there is no direct connection to the
police emergency number (91 1) as is obtainable in the
traditional phone services .

• VoIP difficulty in offering phone directory could also
affect communication during emergency situations.

• In situations where call can be established to emergency
services, it could be challenging to receive help since
these phone calls are not tied to any physical location.
In other words, emergency personnel may find it
difficult reaching the location of the caller.

• Some VoIP consumer level (not enterprises) services
are not properly encrypted. This makes it easy to
eavesdrop on conversions with possibility to change
the content. Identify theft can also result from
eavesdropped conversion, Encryption and cryptography,
though available at enterprise level, are not available
in many consumer VoIP services.

• Voice enabled VoIP virus that wouldattach the computer
system when a VoIP call is answered.

• Voice spam, automated voice calls to VoIP subscribers
will pose risk in terms of bandwidth usage and cost
associated with it.

• Hackers can illegally reprogram a subscriber's phone
to call other subscribers. This could result to legal
problems between the legal parties.

• Fraudsters can spoof a phone’s IP address and incur
phone bills that would be billed back to the subscriber.

• Denial of service attacks where the subscribers is
deprived of service through attacks. VoIP is poorly
regulated. This poses a major problem to manage risk
and maintain standards .

• Phishing attacks in which the attacker could steal credit
cards numbers and bank information of the user. This
could result to a colossal loss in property.
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6. VOIP SECURITYAND RISK MANAGEMENT

Three components of failures that must consider in VoIP
security management are authentication, integrity and privacy
failures. Some of the ways that the risk could be mitigated
are:

• Authentica t ion  and cryptography should be
implemented especially for enterprise networks. This
ensures that network users are well validated before
they have access to use network services, including
VoIP services.

• Computers should be hardened by firewalls. This
would ensure that hackers do not access the computer
thereby preventing illegal software reprogramming and
stealing of sensitive data stored in the computer.

• Encryption should be used to avoid eavesdropping
calls. This ensures that privacy is maintained.

• Secure the computer through good passwords,
antivirus and anti-spyware installations .

• Efforts should be geared in developing unified
standards for VoIP systems. This would ensure that
VoIP systems from different vendors are easily
assembled without security threats.

• Install instruction and prevention systems to ensure
that hackers are kept out of the network .

• Protect the physical hardware of the VoIP facilities.

7. CONCLUSIONS

As with many new technologies, VoIP has evolved with great
opportunities and risks. Managing these risks would

determine the impact and diffusion of this technology in the
long run. It is very important that VoIP deployment becarefully
planned to ensure that vulnerabilities are eliminated especially
for enterprises. This planning must ensure that all layers of
IP are considered. Authentication, cryptography, encryption,
anti-virus, firewalls and other issues discussed in this paper
should be used to safeguard subscribers and enterprises.
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