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Abstract: Reliability of the collaborative spectrum sensing can decrease with the impact of Spectrum Sensing Data 

Falsification attacks (SSDF). Spectrum sensing data falsification attacks are the attacks, caused by malicious users after 

manipulating their sensing results. Some malicious users intentionally manipulate their sensing results to disrupt the 

decision making process of fusion centre. SSDF attacks which involve the cooperation among different malicious secondary 

users give rise to „masking‟ effect. Masking gives rise to selfish intentions of malicious users to let them escape from 

outliers‟ detection test. Tietjen-Moore (TM) & Shapiro-Wilk (SW)  tests take into account this effect successfully and 

remove all outliers. Malicious users‟ sensing results being different from rest of the results can be considered as outliers and 

then can be removed. TM and SW tests for Block Outliers detection are compared with each other and with earlier 

techniques of outliers detection on the basis of number of times, their detection results are correct. The Largest gap method 

is used to calculate number of malicious users successfully 

Index Terms: Cognitive radio, Fusion centre Cooperative attack, SSDF attack, Cooperative sensing, Masking effect, TM 

test, SW test and Outliers tests. 

І. ІNTRODUCTION 

A. Data Falsification in Cooperative Attack 

Cooperation among secondary users in cooperative 

spectrum sensing raises concern about security and 

reliability of cooperative sensing, as some of the malicious 

users (MUs) may falsify the reported data of spectrum 

sensing. Falsified reports may influence the spectrum 

sensing decision to be taken by Fusion centre. The 

falsification of data may either occur by intentional 

manipulation of data by some malicious secondary users or 

by malfunctioning of Secondary Users (SUs). Malicious 

users may attack to gain access to the channel. This attack 

is called Spectrum sensing data falsification attack (SSDF) 

as spectrum sensing data is falsified in this attack 

[5].Outlier is part of data which seems inconsistent with 

rest of the data [1]. It is different from actual sensing result. 

Thus, falsified data can be considered as outliers [1], [2] 

and can be detected with help of outlier detection 

techniques. 

We propose two outliers detection techniques i.e., Tietjen-

Moore (TM) and Shapiro-Wilk (SW) tests to remove 

Malicious users‟ (MU) local spectrum sensing results 

successfully before arriving into final decision to be taken 

by Fusion centre. Both of these techniques are compared 

with Box plot and Mean absolute deviation (MAD) tests. 

We shows that SW and TM tests are more robust than Box 

plot and MAD tests 

This paper is organized into 4 sections. First part introduces 

to Cognitive radio spectrum sensing. System model is 

elaborated in 2
nd

 section with components and parameters 

of system. Cooperative attacks are discussed in section 3 

and finally results and conclusions are obtained in last 

section. 

 

B. SYSTEM MODEL 

A centralized network with total of N number of Secondary 

users (SUs), one Primary user (PU) and one Fusion centre 

is working together for the purpose to get access to free 

spectrum which is not being used by primary user at that 

specific time. Let us assume M number of SUs turned 

malicious and manipulated their sensing results, to distract 

the final decision of Fusion centre. Fusion centre takes 

decision after all of secondary users send their local sensing 

decisions to it. Energy detection is the most commonly used 

Spectrum sensing technique [8] because it doesn‟t need any 
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prior information of transmitting Signal. A Cognitive radio 

system model view with Cooperative attack  is shown in 

figure below. 

 

Fig. 1. Malicious users misleading the Fusion centre 

 

It shows how attack happens in cooperative sensing. 

Malicious users first find a vacant channel and  then falsify 

reported data. Fusion centre decides in favour of malicious 

users (MUs) and MUs  finally launch attack. 

Test statistic for Energy detector  is T and is given as     
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Noise is also present in the channel so detection decisions 

of Fusion center can be formulated as 

Y (m) =                            (2) 

H1 – Primary users is present 

H2 – Primary user is not present     

Where y (m) is mth sample of the received signal by a SU 

with m=1, ….., M. p(m) is Primary user‟s signal and n(m) 

is noise present in channel. p (m) and u(m) signals are 

independent. Each secondary user senses the channel and 

tells sensing output to Fusion centre. Fusion centre works 

on OR rule [5.] According to OR rule, even if a single 

result is showing the presence of PU, then then the decision 

of Fusion centre should be H1. So when PU is actually not 

present, any Malicious user can manipulate result from 0 to 

1, and then can lead final decision from H0 to H1,and then 

can transfer own  data, whereas fusion centre will not allow 

any user to transfer their data. This situation occurs because 

of alteration in sensing results collected from malicious 

secondary users.  

ІІ.  ATTACKS AND OUTLIERS DETECTION 

A.  SSDF ATTACK 

According to statistical and basic models, malicious users 

acting independently means they don‟t cooperate among 

each other. But they can launch very effective SSDF attack 

if they cooperate using masking [0], [6]. Almost all outlier 

detection tests suffer from masking problem. Figure2 is 

showing the kinds of SSDF attacks that may happen in 

collaborative spectrum sensing. Basic SSDF attacks in 

system can be kind of „Always-Yes‟ users, „Always-No‟ 

users or it can be Random users. „Always-No‟ users intend 

to disturb the system, they do not have any personnel 

benefit in doing so. On the other hand „always-Yes‟ users 

get their extra reward by manipulating their sensing results. 

Masking‟ is a term which gives rise to selfish intentions of 

malicious users.  

 

Fig. 2. Attacks in Collaborative sensing 

„Masking‟ is actually cooperation among MUs which 

results into a new SSDF attack, called cooperative attack 

[6], [7]. In this, there exist extreme as well as not-so-

extreme (mild) outliers. The extreme outliers modify the 

test statistic of an outlier test used to detect outliers such 

that, the presence of not-so-extreme outliers is shadowed by 

the extreme outliers, i.e., the outlier test fails to detect the 
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not-so-extreme outliers, and only the extreme outliers are 

detected. 

In cooperative spectrum sensing, masking can be done as 

follows: some of the malicious users report significantly 

different energy values than the actual sensed values, and 

the remaining MUs report slightly different values than 

actual sensed values.  

B. OUTLIERS DETECTION 

Outliers may be present in three locations of the sorted data 

as follows: 

 Outliers at upper positions 

 Outliers at lower positions 

 Bi-directional positions 

To know the kind of outlier, it is required to apply all three 

tests on the received data. Two upper/lower outliers 

detection tests i.e., TM & SW tests are considered and 

compared  with each other and with earlier techniques in 

this research work.  

 Tietjen-Moore (TM) test 

 Shapiro-Wilk ( SW) test. 

Algorithms for both of these tests are  Algorithm 1 & 2. 

Algorithm 1. TM test for upper/lower outliers 

This is an algorithm to check and then remove the outliers 

from sensing reports of secondary users 

1. Sort the received energy values 1y ,……, Ny  of 

N number of  SUs in ascending order for upper 

outliers test and in descending order for lower 

outliers test. Let these sorted   values be denoted 

by 1x , ……, Nx . 

2. Estimate t, the number of outliers by Largest gap 

method technique.  

3. Calculate the test statistic given in equation (3) 

and (4). 

4.  Compare this test statistic with the critical value 

for significance level of 0.05, from the table given 

in [1]. 

5.  If the test statistic is less than the critical value, 

then the suspected data are declared as outliers. 
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Largest Gap method for Upper/Lower outliers 

 Sort the received data (energy values) in ascending 

order for upper outliers (descending order for 

lower outliers).  

 Calculate the gaps between successive data points.  

 Find the position of the largest gap.  

 The number of data points to the right of this 

position gives an estimate of number of outliers 

Algorithm 2.  SW Test  for upper/lower outliers 

1. Let the received energy values are 1y , ……,   Ny  

of N SUs.  

2. Arrange them in ascending/descending order for 

upper/lower outliers correspondingly.  Let these 

sorted values be denoted by 1x ,……, Nx . 

3.  Estimate t, the number of outliers following the 

same procedure used in TM test. 

4. Calculate the test statistic as per given below 
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4: If the test statistic is less than the critical value for 

significance level of 0.05, from the Table given in [2] then 

the suspected data are declared as outliers. 

ІII.  RESULTS AND DISCUSSIONS 

Suppression of Malicious users 

Accuracy of all of these algorithms is considered on the 

basis of number of outliers they detect and remove. For this 

to perform, all of these algorithms are provided with same 

input values or sensing results from different secondary 

users and their results are plotted in form of bars as shown 

in Figure 3. Figure shows that TM algorithm and SW 

algorithm detect outliers more effectively as compared to  

Box plot and Mean absolute deviation (MAD) based outlier 

detection tests  [9] . Color corresponding to specific type of 

user is mentioned within the graph. 

 

Fig 3:  Comparison of SW, TM, Box plot and MAD tests 

for outliers detection 

Table1. Correct detection by various methods 

Actual no of 

Malicious 

Users 

No of times correct Malicious Users 

detected by different Tests out of 20 

SW TM MD MAD 

3 20 20 17 18 

6 20 20 18 19 

7 20 20 16 17 

Table 1 shows comparison of different techniques of 

outliers‟ detection on the basis of number of times correct 

decision taken by different algorithms. This table also 

proves TM & SW tests are superior then other tests. 

Linearity of Tietjen –Moore and Shapiro-Wilk Tests 

Linearity is very important parameter for any outlier 

detection technique as number of malicious users and total 

number of secondary users keep on changing within the 

system. Outliers detection algorithm must be linear to work 

properly. Figure 4 & 5 shows TM and SW , both of figures 

have linear results for any combination of total number of 

secondary users and number of malicious users. As can be 

seen from figures, increasing number of total users or 

malicious users have no effect on linearity of these 

algorithms.  

 

Fig. 4.  Linearity test of TM test using different no. of 

outliers but same no. of total secondary users. 

 

Fig. 5.  Linearity test of SW TEST using different no. of 

outliers but same no. of total secondary users.  
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CONCLUSIONS 

Two outliers tests are proposed in this paper to suppress 

unknown number of malicious users in Collaborative 

spectrum sensing .All of these are compared with each 

other and shown that TM & SW tests more effectively 

removes outliers  than earlier Box plot and MAD tests. 

Masking affect is also considered  and these algorithms are 

deal with this problem also. Largest gap method technique 

is being used to calculate no of outliers affectively. 
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