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Abstract- An improvement to the watermarking approach is presented in this paper by performing a multi-parameters based 

analysis and to generate the dynamic mask to identify the effective areas over the image. The presented work is divided in 

three main stages. In the first stage, the block based analysis is performed over the image under entropy value, homogeneity 

and edge based analysis. In second stage, the fuzzy rules are applied on feature blocks to recognize the effective region where 

information can be stored. In the final stage, the histogram shift approach is applied on identified pixels to store the 

information. The work is applied on real time images and the obtained results shows the successful storage and retrieval of 

data over the image with effective PSNR and MSE ratio. 

Keywords: Software Fault Criticality, Fault-Fault Associatively, Fault-Module Associatively. 

 

I. INTRODUCTION 

Information security enables to perform safe communication 

over the network. Cryptography and watermarking are the 

most adaptive approaches to achieve information security. 

These approaches provide content level security. 

Cryptography where provides the encoding mechanism to 

convert the information from one form to other by using 

different encryption mechanism. Watermarking is the 

technique to hide the information object, inside some other 

data object. A Standard Watermarking scheme adapted by 

any multimedia data. Here figure 1 is showing the 

traditional Watermarking process. This Watermarking 

process requires main cover multimedia object that can be 

image, audio or the video[1][2][3]. The Multimedia 

Object(MO) is the actual digital content that provider want 

to authenticate.  Watermark (W) is the actual digital 

information or the signature that represent the owner’s 

authenticity and owner want to hide this information in 

multimedia object.[4][5] If the owner also want to secure 

this information some cryptography mechanism can also 

incorporated with Watermarking process. This 

cryptographic operation will be handled by using some 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

secrecy key(Sk). This cryptographic process is optional so 

that defined in dotted rectangular box. As the Watermarking 

process is performed over these input operations, finally 

single Watermarked object will be obtained. In the 

equational form the Watermarking process is given as 

 

WO = Watermarking(MO, WO)  (i) 

 

Here equation (i) is showing the Watermarking process 

without incorporating the cryptographic process. To achieve 

the security along with robustness, the cryptographic 

process can also be embedded, shown in equation (ii). 

 

WO = Watermarking(MO, WO,Sk) (ii) 

 

The recovery process from the Watermarked Object(WO) is 

reversed to the Watermarking process and the Watermark 

recovery model is shown in figure 2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 : Recovery Approach 
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Figure 1 : Watermarking Process 
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As we can see, the major input to the process is the 

Watermarked multimedia object(WO). Now to check the 

authenticity or to verify the existence of a particular 

Watermark object(W) we need the availability of the 

original Multimedia object(MO) or the Watermark. If the 

authentication of the Watermarking process is done under 

cryptographic approach, there is the requirement of relative 

secret key. As the recovery process is performed, the actual 

Watermark will be obtained or the proof of its existence will 

be obtained[1]. The recovery process is shown by equation 

(iii) 

 

ConfidenceMeasure = WatermarkRecovery(WO, W) 

  (iii) 

In case of cryptographic authentication, the recovery 

process is given by using equaition (iv) 

 

ConfidenceMeasure = WatermarkRecovery(WO, W, Sk)

   (iv) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 : Improved Watermarking Approaches 

In the simplest form of watermarking, the complete image is 

selected as the interest area to store the information. But this 

kind of Watermarking is not safe under watermark alteration 

attacks. There are number of options adapted by the 

researchers to improve the Watermarking approaches. Some 

of these approaches are shown in figure 1. The improved 

watermarking approaches stored the data on partial images. 

This partial cover object can be identified by using different 

methods. The simplest form is the fixed mask based 

approach. The mask can be a object structure defined to 

represent the pixel points on which data will be stored. The 

mask is available to both the sender and receivers[7][8][9].  

 

More secure approach of watermarking approach is dynamic 

mask based approach. According to this approach, some 

feature extraction approach is applied over the image. The 

feature extraction approach can be in terms of background 

identification or edge extraction over the image. This 

dynamic feature extracted image will be used as the mask 

for the image. Now the information will be stored on cover 

image at the extracted mask point. Another approach to 

identify the effective pixels over the cover object is the 

image analysis approach. The image is analyzed to identify 

the effective image pixels scattered over the image. These 

pixel point selection is performed using frequency analysis 

or intensity analysis based approach. In most adaptive form 

of watermarking, high frequency areas are elected over the 

image to hide data so that the watermark extraction over the 

image will be difficult. Another form of storage area 

detection over the image is by using the segmentation 

approach. According to this approach, the particular image 

areas are identified to hide information. In medical images 

and some special image forms, this kind of approach is 

used[10][11][12][13]. 

 

In this paper, a Multi Factor Analysis and Dynamic Masked 

based approach is suggested to identify more effective areas 

over the image. As the mask will be extracted dynamically 

and the partial mask will be used for information storage, 

the watermark detection or disruption over this approach 

will be difficult. In this section, the basic introduction to the 

Watermarking approach and the watermark area 

identification approach is defined. In section II, the work 

defined by earlier authors is discussed. In section III, the 

proposed work along with algorithmic approach is defined. 

In section IV, the results obtained from the work are 

discussed. In section V, the conclusion obtained from the 

work is presented. 

 

II. PROPOSED APPROACH 

 

In this paper, an improved watermarking approach is 

presented in which information is stored in partial areas of 

image. The partial area extraction over the image is defined 

here by performing the multifactor analysis approach. The 

analysis is here performed to identify the effective image 

areas where the data will be stored. The approach will also 

generate a dynamic mask over the image that will identify 

the image edge areas where the information will be stored. 

The parameters considered for image analysis are entrophy 

Value analysis, edge sensitivity analysis, energy vector 

analysis and the homogeneity analysis. These factors are 

explained in this section in detail. To perform the analysis 

over the image, at first the complete image area is divided in 

smaller image segments of fixed size. Once the smaller 

image regions are identified, the next work is to perform the 

analysis on these image segments under defined parameters. 

Once the individual parameters will be identified, the next 

work is to apply the fuzzy rules to identify most effective 

area segments where the information can be embedded. At 

the next stage, the edge sensitivity analysis is considered 

over these effective blocks to generate the dynamic mask for 

image where information is embedded. The work flow of 

presented work is shown in figure 4. 
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Figure 4 : Flow of Work 

 

 

The Watermarking approach adopted in this paper is shown 

in figure 4. The complete process is divided in two main 

algorithms called the embedding process and the recovery 

process. The embedding algorithm is shown in table 1. 

 

Table 1 : Embedding Process 

 

Algorithm(Img,object) 

/*Img is the input cover image and object is the Watermark 

object that we have to hide behind the image*/ 

{ 

1. Set the Window size mxm for image NxN 

2. ForEach block in Img 

 [Proces Each Block of Image Separately] 

 { 

3. Vector1=Entropy(block); 

4. Vector2=EdgeAnalysis(block); 

5. Vector3=Energy(block); 

6. Vector4=Homogenity(block); 

7. Fuzzify These Analysis Vectors to Generate Rules 

 to hide Data over Image 

8. if (FuzzyHigh(Vector1) And FuzzyHigh(Vector2) 

 And FuzzyHigh(Vector3) And 

 FuzzyHigh(Vector4)) 

 { 

9. Set block.valid=3; 

 } 

10. else if (FuzzyHigh(Vector2) And 

 FuzzyHigh(Vector1) And FuzzyHigh(Vector3)) 

 { 

11. Set block.valid=2; 

 } 

12. else if (FuzzyHigh(Vector2) And 

 FuzzyHigh(Vector3) And FuzzyHigh(Vector4)) 

 { 

13. Set block.valid=2; 

 } 

14. else if (FuzzyHigh(Vector2) And 

 FuzzyHigh(Vector1) And FuzzyHigh(Vector4)) 

 { 

15. Set block.valid=2; 

 } 

16. else if (FuzzyHigh(Vector1) And 

 FuzzyHigh(Vector2)) 

 { 

17. Set block.valid=1; 

 } 

18. else if (FuzzyHigh(Vector2) And 

 FuzzyHigh(Vector3)) 

 { 

19. Set block.valid=1; 

 } 

20. else if (FuzzyHigh(Vector2) And 

 FuzzyHigh(Vector4)) 

 { 

21. Set block.valid=1; 

 } 

 else 

 { 

22 Set block.valid=0; 

 } 

 } 

23. if (Count(block.valid)=0) 

 { 

 Print "Not Effective Image to Hide Data 

 } 

24 else 

 { 

25. Generate the Edge Mask over the Image to Store 

 Data using Vector 2 

26. ForEach block in BlockImage 

 { 

27. if (block.valid=True) 

 { 

Block Generation 

[Divide Image in mxm 

size Blocks]  

Accept Cover Image 

Analysis 

[Entropy, Edge 

Sensitive, Energy, 

Homogenity]  

Fuzzy Rules 

[Identify Effective 

Image Blocks]  

Mask Generation 

[Edge Sensitivity 

Analysis]  

Data Hiding 

[Masked LSB 

Approach]  

Return Watermark Image 
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28. For j=1 to Length(Vector2(block)) 

 [Process the Mask over the image] 

 { 

29. if(Vector2(j)=0) 

 { 

 Set Img(Vector2(j))=Img(Vector2(j))+1 

 } 

30. else if(Vector2(j)=1) 

 { 

 Set Img(Vector2(j))=Img(Vector2(j))-1 

 } 

 } 

 } 

 }   

 } 

Return Img; 

} 

 

 

The complete embedding process is mainly based on the 

analysis parameters considered in this work. The work has 

performed a block level analysis under four main vectors 

called entropy value analysis, edge sensitivity analysis, 

energy and homogeneity. 

 

Entropy performed actual content analysis over a particular 

area. The entropy value is used to quantify the image block. 

Higher the entrophy value, more favorable the block is to 

store information. Edge analysis is basically the 

segmentation approach that is used to identify the feature 

point over the image. The blocks having the feature points 

will be selected to store data because the edge sensitivity 

analysis will work as the mask where the information is 

stored. Another analysis parameter defined here is energy 

analysis. Energy is about to perform the intensity value 

analysis over the image. Higher the pixel intensity over the 

image, more effective the block is to store the information. 

The homogeneity vector is about to perform the similarity 

analysis over the block pixels. Lesser the homogeneity more 

effective the block will be to store the information. 

Once the analysis over the blocks is performed, the fuzzy 

AND operator is applied over these four parameters to 

identify the effective blocks over the image. Edge sensitivity 

vector is considered as the parameter to identify the mask 

area where the information is stored. At the final stage, the 

embedded process is performed on sender side. The 

recovery process of presented approach is similar to storage 

process in terms of block wise segmentation and fuzzy 

based analysis to identify the data areas and the mask. Once 

the mask and mask area is identified, the recovery from the 

pixel points is performed. The extraction algorithm is shown 

in table 2. 

 

Table 2 : Extraction Process 

 

Algorithm(Img,object,mask) 

/*Img is the input cover image and object is the Watermark 

object that we have to hide behind the image, mask is the 

input vector respective to which data is stored*/ 

{ 

1. Set the Window size mxm for image NxN 

2. ForEach block in Img 

 [Proces Each Block of Image Separately] 

 { 

3. Vector1=Entropy(block); 

4. Vector2=EdgeAnalysis(block); 

5. Vector3=Energy(block); 

5. Vector4=Homogenity(block); 

6. ForEach block in BlockImage 

 { 

7. if (block.valid=True) 

 { 

8. For j=1 to Length(Vector2(block)) 

 [Process the Mask over the image] 

 { 

9. if(Vector2(j)=0) 

 { 

 Set Img(Vector2(j))=Img(Vector2(j))-1 

 } 

10. else if(Vector2(j)=1) 

 { 

 Set Img(Vector2(j))=Img(Vector2(j))+1 

 } 

 } 

 } 

 }   

 } 

Return Img; 

} 

 

Here the algorithm has defined only the important steps of 

extraction process. In this algorithm, it is assumed, the 

receiver side is known to the image mask. If the mask is not 

known, the dynamic extraction of mask will be performed in 

same way, as defined in embedding algorithm. The recovery 

operation over the mask image pixels is reverse to the 

embedding pixels. The presented algorithms are 

implemented in matlab environment. The results obtained 

from the work are discussed in next section. 

 

IV. RESULTS 

 

In this paper, a multiple parameters based dynamic mask 

generation approach is defined for information storage over 

the image. The analysis over the image is performed by 

splitting the image in 4x4 blocks. The process is performed 

on many grayscale images and tested under different vectors 

such as PSNR, MSE etc. The input image considered in this 

work is shown in figure 5. The figure also showing the 

extracted mask image and the result image.  

 

      
5(a)  
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5(b)  

 

 
5(c) 

Figure  5 : Input Output Images, 5(a) : Input Cover Image 

5(b) Mask Image 5(c) Result Image 

 

The analysis of work is done under two main vectors called 

MSE and PSNR. The work is tested on 5 images set. The 

results obtained from the work is shown in table 4. 

 

Table 4 : Analysis Results 

 
PSNR MSE 

1.jpg 48.36 23.23 

2.jpg 49.36 18.36 

3.jpg 46.63 11.36 

4.jpg 49.33 22.39 

5.jpg 54.3 29.31 
 

The results obtained from the work are presented in the 

form of graphs shown here in figure 6 

 
 

Figure 6 : Analysis Results 

 

The figure is showing the PNSR value obtained the work is 

around 50 and the MSE is below 30. It shows that the 

presented work provided the good results.  

 

 

 

V. CONCLUSION 

 

In this present work, a multiple parameter based dynamic 

mask oriented data embedding approach is defined for 

images. The work has performed the dynamic analysis over 

the image and generate the mask. This mask is used to 

perform the data storage and reterival. The work is tested on 

real time images. The analytical results obtained from the 

work shows the accuracy of presented work. 
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