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Abstract: Wireless and wired networks is a network where serious issue is the main security issue, because of its performance, capacity and 

cost. It belongs with the secure flow of traffic between the networks elements.In the cases of wired network, wireless net- work security issues 

somewhere more concentrating. It covers a massive of computer networks, both public and private, that are used in daily jobs; conducting 

transactions and communications among businessmen, government departments and individuals. On the side to solve to problem of wireless 

application protocol gap for wireless devices like mobile phone and personal digital assistant, in this paper, bring up the design and implement 

the proposed composite security protocol architecture for wired and wireless devices. Methods: The main objective of paper is to bring up the 
enhanced protocol to overcome the security wap gap using simulation tool opnet modeler. In this model two scenarios are discussed .First 

scenario is based on communication from wireless device to gateway and second scenario is based on gateway traffic to wired server. Different 

simulation results based on various parameters like delay, throughput, and re-transmission attempts for wireless networks. Findings and 

Improvements: A simulation environment was developed to measure various parameters including the media access delay, DB query traffic 
send, response time ,ftp server traffic sent is considered for server side applications in wired networks. Furthermore, security parameters are 

implemented on the client side and server side  to improve the end to end security for hybrid networks. As a result the proposed protocol is 

experimented to be enhanced for wireless network for the parameter considered. 

Keywords: Opnet, security, hybrid, firewall, gateway. 

 
 

1.  INTRODUCTION  
WAP Application empowers mobile users with wireless devices 

to easily access and interacts with various information and 

services anywhere, anytime .before sending the sensitive 

information through the air, we need a secure communication. 
The WAP introduced in 1997 by the Ericsson, Motorola, Nokia 

and phone.com. WAP is not just a wireless communication 

protocol but also an application that facilitates wireless service 

deployment for various devices. Despite some security flaws, 
WAP is still a promising solution for end-to-end security. 

 

 In today most of the applications are accessed through 

the wireless devices like mobile phones and personal digital 
assistant in any of the area like commercial, medical, 

manufacturing and other. Due to big accessing of internet 

through the wireless devices the security has become the 

important issue. In modern societies the sharing of resources 
using the mobile phones throughout the world becomes very 

important. The advanced facilities of mobile device allow the 

user to buy the products, pay for products, internet surfing and 

manage various back accounts anywhere without moving to 
specific location [1]. 

          A mobile user always asks for a higher speed at lower 

prices, and demands to be “Always Best Connected” [2].Mobile 
networking promises its users to use fully functionality of 

anything, anytime, anywhere [3].The wireless internet evolution 

support for accessing anything from mobile networking at any 

time. A key challenge in such heterogeneous networks is the 
possibility of roaming to administrative domains with which a 

mobile user’s home domain does not have a pre-established 

roaming agreement [4, 5].over the last few years wireless 

networks based on IEEE 802.11 standard have experienced 
remarkable growth. This has happened because of releasing the 

IEEE 802.11 standard, low cost hardware and high data rate and 

speed [6]. 

   

 The rapidly growing of wired and wireless technologies, 
as well as increased demand mobile users to stay connect at any 

time, demand in the development of wireless networks. The main 

feature of wireless technology is small in size and its portability. 

In today’s scenarios various distributed application peoples 
communicate with each other through network communication 

channels. The end to end communication is possible only with the 

use of secured encryption and decryption techniques. Privacy, 

security and authentication is provided by security protocols. 
Hotspot operators offer wireless Internet in public places like 

cafes, restaurants, hotels and airports. A Wi-Fi community called 

FON has more than 7 million hotspots worldwide [7]. 

The extensive use of mobile communication has creates an 
important demand for value added services.WAP is a framework 

for developing applications to run over wireless networks.WAP is 

developed by the international industry wide organization called 

WAP forum [8]. Transport Control Protocol (TCP), the mostly 
used transport protocol, performs well over wired networks. As 

much as wireless network is deployed, TCP should be modified 

to work for both wired and wireless networks. Since TCP is 

designed for congestion control in wired networks, it cannot 

clearly detect non-congestion related packet loss from wireless 

networks [9]. Both the communications wireless and wired were 

developed to be point-to-point and working with the same 
protocols, based on IEEE 1451.0-2007 [10]. As wireless mesh 

networks are deployed, a new concept emerges: compound 

internetworks, i.e., internetworks that contain both wired 

networks and wireless mesh networks. Routing is one of the key 
challenges that arise in compound internetworks: indeed, while 

specific routing protocols are typically used for wired networks 

on one hand and for wireless mesh networks on the other hand, it 

has been observed that operating a single routing protocol to 
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manage a compound internetwork as a whole brings several 

advantages [11]. 

 
 

2. Advantages and Limitations of Wireless 

and Wired network 

Compared with wired network, wireless network is relatively 

easy to set up a WAP and configure a WNIC using a wireless 

connection utility. Therefore wireless network has less cabling 
which make the environment very neat as a compare to wire 

network. Moreover wireless network do not need to run cables 

across home and office which can create hazards across room 

and stairs .Also choosing to set-up a wireless network means 

that you do not need to run cables underneath carpets or drill 

holes through walls or ceilings to pass cables through. The 

benefit of wireless network is that bandwidth is very high and 

the interference is very limited through direct connections [12]. 
Along with these great advantages, wireless networks also 

suffer some limitations. Wireless networks need to run in 

difficult environments through walls, floors and ceilings. 

Moreover cables need to be run from computer to computer 
and switch to switch and Process can be time consuming. The 

range of wireless network is within a 2000 foot radius which 

can cause the data transmission over this distance may be very 
slow. Moreover, wireless network must be rewired every time 

when on moving [13]. Other disadvantages of wireless 

network. Wireless Networks are inherently less secure than 

traditional wired networks, since they broadcast information 
into the air and anyone within the range of and with the right 

equipment can easily intercept those transmissions. It is for 

sure that matching all security needs of a wireless network is 

not an easy task. 

 

2.1 Overview of Wireless and Wired Network 

 

The distinguishing feature of wireless networks is that packets 
are transmitted with the presence of wireless links. A device 

can send messages in a wireless network via the wireless 

medium, air to another device provided that the receiver is 

within the transmission range of the sender [14].WLANs may 
operate in one of two modes - infrastructure or ad-hoc. The 

scope of this research has been restricted to 802.11b WLANs 

that are operating in infrastructure mode. Specifically, this 

mode is where all network traffic is transmitted by wireless 
Access Points (APs) to client devices, as opposed to the direct 

client to client communication indicative of an ad-hoc WLAN 

[15].  

 

2.2.WAP Wireless Communication 

 

WAP stands for wireless application protocol which provides the 

internet facilities and various telephonic services to digital mobile 

phones and wireless terminals. This protocol works for various 

wireless network environment and provide web page available on 

low resolution device.WAP devices are used for various web 

application, internet browsing, email and searching purpose.   

 

  WAP is the worldwide standard for providing Internet 

communications and advanced telephony services on digital 
mobile phones, pagers, personal digital assistants and other 

Wireless terminal.WAP means Wireless Application Protocol. 

Wireless means Lacking or not requiring a wire or wires: 

pertaining to radio transmission. Application means a computer 
program or piece of computer software that is designed to do a 

specific task. Protocols mean a set of technical rules about how 

information should be transmitted and received using computers. 

WAP is the set of rules governing the transmission and reception 
of data by computer applications on, or via, wireless devices like 

mobile phones. WAP allows wireless devices to view specifically 

Designed pages from the Internet, using only plain text [16]. 

Wireless devices provide the computing device with limited 
CPU, memory and battery life and a simple user interface. The 

WAP specification addresses these issues by using the best of 

existing standards and developing new extensions when needed. 

The WAP solution leverages the tremendous investment in web 
servers, web development tools, web programmers and web 

applications while solving the unique problems associated with 

the wireless domain.  

 

 
 

Figure1:  WAP client & www server 

 

In the above diagram 1 the WAP client wants to connect to the 

Internet, all the communication passes through the WAP 

gateway. This WAP gateway translates all the protocols used in 

WAP to the protocols used on the Internet. The Wireless 

transport layer security protocol is used by WAP Gateway to 
provide communication between the WAP client and WAP 

gateway. The Transport layer security protocol is used to 

communicate between the gateway and www server. 

 

2.3  PROTOCOL STACK FOR WTLS AND TLS 

 

 The WAP protocol stack is as follows. 

 

 
Figure 2: WAP STACK HIERARCHY 
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First we have Application layer which is the highest layer in the 
hierarchy which includes Wireless Application Environment 

(WAE) and Wireless Telephony Application (WTA) [17]. These 

two are the main interface to the client device, which gives and 

controls the description language, the script language of any 
application and the specifics of the telephony. Second Session 

layer is used to provide the interface between the application 

layer and the transfer layer and delivers all functions that are 

needed for wireless connections. A session mainly consists of 3 
phases: start of the session, transferring information back and 

forth and the end of the session. Third Transport layer used which 

includes WTP runs at the head of the datagram service same like 

UDP [18]. Both the UDP and the WTP are a part of the standard 
application from the TCP/IP to make the simplified protocol 

compatible to mobile terminals.  WTP supports chaining together 

protocol data and the delayed response to reduce the number of 

transmissions. Fourth Security layer is providing security using 
WTLS .A secure transmission is crucial for certain applications 

such as E-commerce or WAP-banking and is a standard in these 

days. Furthermore WTLS contains a check for data integrity, user 

authentication and gateway security. Fifth Transport Layer 
represents the transfer or transmission layer and is also the 

interface of the network layer to all the above stacks/layers. With 

the help of WDP the transmission layer can be assimilated to the 

specifications of a network operator. This means that WAP is 
completely independent from any network operator. The 

transmission of SMS, USSD, CSD, CDPD, IS-136 packet data 

and GPRS is supported. The Wireless Control Message Protocol 

(WCMP) is an optional addition to WAP, which will inform users 
about occurred errors. 

The WTLS security protocol is divided into four specialized 

protocol 

The handshake protocol is by definition responsible for client-
server handshake during which the client and the server 

determine a set of security parameters to be used in the following 

message exchanges. These parameters contain the bulk 

encryption algorithm, the MAC algorithm, the compression 
algorithm, the 20-Byte master secret, the 16-byte client random, 

the 16-byte server random, the time interval of key refresh, and 

the sequence number mode. The Alert protocol specifies the type 

of alert messages and the ways to handle them [19]. There are 
three types of alerts: warning, critical, and fatal. Alerts can be 

initiated by either the client or the server whenever an error is 

detected during the handshake, authentication, decryption, or data 

integrity verification. Fatal alerts will obviously lead to the 
termination of the connection. The Application protocol defines 

the interface between the transaction layer and WTLS. The 

Change cipher specific protocol is usually used in the end of the 

handshake when the client and server have agreed upon the 
security parameters .The Record protocol takes messages to be 

transmitted, optionally compresses the data, applies a MAC, 

encrypts, and transmits the result. Received data is decrypted, 
verified, and decompressed, then delivered to higher-level client. 

 

2.4  Pros & Cons of WTLS 

Pros  

 The protocols works in conjunction with PKI (public key 

infrastructure) and wireless cookies for providing the 

security solution.PKI uses digital certificates to secure 

application platform and browsers. 

 The WTLS provide data security, integrity, privacy, 

authentication of WAP devices. 

Cons 

 Wireless devices consume less CPU power, less memory 

and more battery life when we used encryption 

techniques normally it consume a great deal of CPU 

usage, memory and bandwidth. 

 Wireless networks provide less bandwidth, stability and 

reliability then the wired networks. 

2.5  The TLS protocol stack is as follows 

 
 

 
 Figure 3: TLS STACK HIERARCHY 
 

The TLS is used to provide data integrity and security for 
network communication. They use cryptographic methods to 

encrypt the data at the transport layer from end to end. The 

application layer used HTTP, FTP, Telnet and others. The 

SSL/TLS operates on a layer between the transport layer and 
application layer. In this position it can support multiple 

application layer protocols by securing the application data 

before sending it to transport layer. 

The TLS security protocol is divided into four specialized 
protocol 

The Handshake protocol is responsible for the cipher suite 

negotiation, the initial key exchange and the authentication of the 

two sides. The alert protocol offers some signaling to the other 
protocols. It can help informing the peer for the cause of failures 

and other error conditions the record protocol offers symmetric 

encryption, data authenticity and optionally compression. 

3. Simulation Results 

The simulation result describe the challenge face by 

existing protocol architecture with its security model 

and analyze the security gap between the wireless 

client and WAP gateway. In existing system double 

encryption and decryption is used for providing the 
communication between the mobile devices and a 

web server. When transaction arrives at the gateway 

Through the WAP the data is encrypted and decrypted 
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for wireless and again it will be Re-encrypted by 

gateway when the transaction has to pass through the 
wire. At this time of Re-encryption the data can be 

hacked by any of the unauthorized user. 

The simulation result provides the Enhanced Protocol 

which combines the features of wireless and wired 
networks to overcome the security holes. The 

combination of wireless security protocol and wired 

security protocol helps in solving the various attacks 

and provide the secure tunnel between the WAP client 
and www server. In this model wireless mobile user 

can communicate directly with web server without 

negotiating with gateway. 

The simulation result provides the design and 

implement the proposed composite security protocol 

architecture for wired and wireless devices in order to 

show that whether it achieve the main key 

requirement. The implementation of proposed 
protocol indicates that instead of using double 

encryption and decryption only a single encryption 

and decryption key is used which helps to retrieving 

the data from server in very high speed, performance 
and throughput get increase. 

The simulation result provides the comparative study 

to the performance of Transport layer security and 

Wireless Transport Layer Security with proposed 
protocol. The comparison based on number and traffic 

send and received by client and server applications. 

Scenario I: Gateway Encryption for wireless client   

 

Figure 4: Wireless WTLS gateway encryption using MD5 and RSA 

 
 

The above simulation model consist of following 

parameters 

1. wlan_wkstn_adv(4): The wlan_wkstn_adv node 

model represents a workstation with client-server 

applications running over TCP/IP and UDP/IP. 

The workstation supports one underlying Wlan 

connection at 1 Mbps, 2 Mbps, 5.5 Mbps, and 11 

Mbps. This workstation requires a fixed amount 

of time to route each packet, as determined by the 

"IP Forwarding Rate" attribute of the node. 

Packets are routed on a first-come-first-serve 

basis and may encounter queuing at the lower 

protocol layers, depending on the transmission 

rates of the corresponding output interfaces. 

2. Application config (1): The "Application 

Config" node can be used for the following 

specifications: 

1. "ACE Tier Information":  Specifies the 

different tier names used in the network model. 

This attribute will be automatically populated 

when the model is created using the "Network-

>Import Topology->Create from ACE..." option. 

The tier name and the corresponding ports at 

which the tier listens to incoming traffic are cross-

referenced by different nodes in the network.2. 

"Application Specification": Specifies 

applications using available application types. 

You can specify a name and the corresponding 

description in the process of creating new 

applications. For example, "Web Browsing 

(Heavy HTTP 1.1)" indicates a web application 

performing heavy browsing using HTTP 1.1.The 

specified 

application name will be used while creating user 

profiles on the "Profile Config" object. 

3. "Voice Encoder Schemes": Specifies encoder 

Parameters for each of the encoder schemes used for 

generating Voice traffic in the network. 

3. Profile config (1): The "Profile Config" node can 

be used to create user profiles. These user profiles can 

then be specified on different nodes in the network to 

generate application layer traffic. The application 

defined in the “Application Config" objects are used by 

this object to configure profiles. Therefore, you must 

create applications using the "Application Config" object 

before using this object. You can specify the traffic 

patterns followed by the applications as well as the 

configured profiles on this object. 

4. VPN (1): Defines Virtual Private Network(VPN) 

attribute configuration details  for tunneling supported at 

the IP layer. 
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5.  wlan_ethernet_router_adv(2): This is a wireless 

lan based router with   one Ethernet interface. 

6. ethernet4_slip8_gtwy(1):The 

ethernet4_slip8_gtwy node model represents an IP-based 

gateway supporting four Ethernet hub interfaces, and 

eight serial line interfaces. IP packets arriving on any 

interface are routed to the appropriate output interface 

based on their destination IP address. The Routing 

Information Protocol (RIP) or the Open Shortest Path 

First (OSPF) protocol may be used to dynamically and 

automatically create the gateway's routing tables and 

select routes in an adaptive manner. 

7. ip32_cloud node(1): The ip32_cloud node model 

represents an IP cloud supporting up to 32 serial  line 

interfaces at a selectable data rate through which an IP 

traffic can be modeled. 

8. ethernet2_slip8_firewall (1): The 

ethernet2_slip8_firewall node model represents an IP-

based gateway with firewall features and server support. 

Hence, it can be also called as a multi homed-server 

firewall node. It supports two Ethernet and eight serial 

line interfaces at selectable data rates. IP packets 

arriving on any interface are routed to the appropriate 

output interface based on their destination IP address. 

The Routing Information Protocol (RIP), the Open 

Shortest Path First (OSPF), the Border Gateway 

Protocol (BGP) or the Interior Gateway Routing 

Protocol (IGRP) protocols may be used  automatically 

and dynamically create the gateway's routing tables and 

select routes in an adaptive manner. 

9. ethernet_server_adv(4): The 

ethernet_server_adv model represents a server 

node with server applications running over 

TCP/IP and UDP/IP. This node supports one 

underlying Ethernet connection at 10 Mbps, 100 

Mbps, or 1 Gbps. The operational speed is 

determined by the connected link's data rate. The 

Ethernet MAC in this node can be made to 

operate either in full-duplex or half-duplex mode. 

Note that when connected to a Hub, it should 

always be set to "Half Duplex".  A fixed amount 

of time is required to route each packet, as 

determined by the "IP Forwarding Rate" attribute 

of the node. Packets are routed on a FCFS basis 

and may encounter queuing at the lower protocol 

layers, depending on the transmission rates of the 

corresponding output interface. 

           SCENARIO II: FIREWALL ENCRYPTION FOR WIRED       

SERVER 

 
Figure 5: Handshaking from WAP client to WAP gateway and WAP 

gateway to WWW Server 

 

The above simulation model consist of following 

parameters 

1. wlan_wkstn_adv(4) 

2. Application config,profile config,VPN(1) 

3. wlan_ethernet_router_adv(2) 

4. ip32_cloud node(1) 

5. ethernet2_slip8_firewall(1) 

6. ethernet_server_adv(4) 

            We have taken different parameters to study the 

performance of hybrid networks 

 

3.2. Simulation Analysis  

 Comparison of Delay:  It is observed from fig. 

that delay overhead in WTLS gateway is slightly 

higher than the firewall gateway .delay is 

calculated in form of seconds. When the gateway 

encryption is used for wireless client then delay 

is higher. Similar to wired traffic delay is in 

lower order when firewall encryption is used. 

 

 
Figure 6: Wireless LAN Delay (Sec) 
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 Comparsion of Throughput:  As observed from 

below figure that throughput with gateway encryption 

is lower than the firewall encryption .With gateway 

encryption the maximum throughput is 120,000 bits in 

60 minutes .on the  

 

other side for firewall encryption the maximum 

throughput is 105,000 bits in 60 minutes. 

 
 

Figure 7: Wireless LAN throughput (bits/sec) 

 

 Comparison of Media Access Delay: It is 

observed that media access delay is higher is case of 

WTLS gateway encryption and lower in firewall 

encryption. In fig media access delay for WTLS gateway 

encryption is 0.00054(sec).Similar to firewall gateway 

encryption media access delay is 0.00047(sec) 

 

 
Figure 8: Wireless LAN Media Access Delay 

 

 Comparison of Server DB query traffic sent 

and received  

DB query traffic received means average bytes per 

second forwarded to the database query Application by 

the transport layer in this node. In Fig the average traffic 

received for WTLS gateway encryption is 127 bytes and 

firewall encryption is 138 bytes. 

DB query traffic sent means average bytes per second 

submitted to the transport layer by the Database Query 

Application in this node.  In Fig the average traffic 

received for WTLS gateway encryption is 8000 bytes 

and firewall encryption is 8600 bytes. 

 

  
Figure 9: Time Average in server DB query traffic sent (bytes/sec) 

 
 

 
Figure 10: Time average in server DB query traffic received 

(bytes/sec) 

 

 Comparison of Time average in client FTP 

Download Response time  

It is observed from below figure that average time for 

client ftp download response time for WTLS gateway 
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encryption is 0.45 sec and firewall gateway encryption is 

0.50 sec. Therefore firewall encryption performs better 

as compare to gateway encryption.Time beyond the 

sending a request and receiving the response packet for 

the FTP application in this node. it is measured from the 

time a client application sends a request to the server to 

the time  

 

This time includes signaling delay for the connection  

 

setup and tear-down. This statistic is written after the 

connection is closed  

 
Figure 11: Time average in client ftp download response time(sec) 

4. CONCLUSION 

 We have identified and analyze the security holes in between the 

wireless client and WAP gateway using opnet modeler 14.5 as 
simulation tool. We plan for having multiple scenarios with 

different parameters. Based on opnet we have experiments the 

results on various wireless factors like delay, throughput, media 

access delay web application like https, email, ftp and DB server 
with various factors like packets sent and received by client and 

server. The results show that with firewall security mechanism 

wireless networks perform better as compare to gateway security. 
This paper also presented and implemented the proposed model 
for hybrid security protocol architecture for wired and wireless 

devices.. Moreover the comparison based on the performance of 

Transport layer security and Wireless Transport Layer Security 

with proposed protocol has done in this paper. 
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