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Abstract: Biometric sensor interoperability may be defined as the ability of a system to 

compensate for the variability introduced in the raw biometric data of an individual due to the 

involvement of different sensors. Biometric systems suffer a significant loss of performance 

when the acquisition sensor is changed between enrolment and authentication. As a result, 

changing the sensors may affect the performance of the system. The sensing techniques are 

optical, capacitance, ultrasonic, piezoelectric, temperature. Fingerprint sensor techniques and 

sensor interoperability problem have been discussed in this paper.
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1. Introduction 

Now a days there has been a growing interest in biometrics security system and many 

organizations. Biometric identification provides high level security of individual based on the 

physiological orbehavioral characteristics of his/her. Physiological characteristics such as 

face,fingerprint, irisand behavioural characteristics like signature,gait and keystroke.A 

biometric system operates by obtaining biometric data from individual,features and compare 

it with the template set in database.Traditional methods of identification involves passwords 

and PIN numbers. Moreover biometric technologies have advantage that they are attach to the 

individual and cannot be easily used by a fraud. Sensor interoperability refers to the ability of 

a biometric system to adopt to the raw data obtained from a variety of sensors. Most 

biometric systems are designed to compare data originating from same sensor[1].Fingerprint 

details are permanent even if they temporarily cuts or business on the skin.Fingerprint 

technique is one of the mature technologies used in criminal investigations and captured 

either by scanning an inked impression of a finger or by using a livescan fingerprint 

scanner[2].Fingerprint sensor technology has been in development for decades. Fingerprint 

sensors are in various shapes and sizes, but generally classified into two categories: Area 

scan(or touch)sensor and swipe sensor. With a touch sensor or in touch sensor the user places 

and holds the finger on the sensor surface and impression transferred from the pad of the last 

joint of finger or thumb. Touch sensors are used (mostly in fixed systems because of shape 

and size).With a swipe sensor(a narrow row of sensors)theuser slides a finger vertically over 

the surface. Fingerprint scanners using distinct technologies for capturing the image of a 

finger are divided into two categories optical and solid [3]. 
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2. Related Work:  

Manvjeetkaur et al.[2]proposed a “fingerprint verification scheme using minutiae elimination 

technique”.Almost fingerprint recognition techniques are created minutiae removal 

techniques are based on minutiae matching and have been well studied.However this 

technology still suffers from problems related with the handling of poor quality 

impressions.Distortion modifications both geometric position and orientation, and leads to 

difficulties in establishing among multiple impressions acquired from the same fingertip. 

Anil Jain et al. [4] proposed a Pores and Ridges Fingerprint Matching using level 3 features. 

Fingerprint contact ridge details are generally described in a hierarchical order at three levels, 

level 1 (pattern), level 2 (minutiae points), and level 3 (pores and ridges shape).Although 

high resolution sensors have become commercially available and have made it possible to 

reality extract level 3 features, most Automated Fingerprint Identification Systems employ 

only level 1 and level 2 features. The result is increasing the scan resolution does not provide 

any matching performance improvement. 

Fingerprint Biometric System:Fingerprint recognition [6]is the technology that verifies the 

identity of a person based on the fact that everybody has unique fingerprints.It is one of the 

most deeply used and actively studied biometric technologies. 

  

A.Why we use fingerprints 

The cost of fingerprints based biometric systems is fairly low as compare to others like iris 

and face readers.Fingerprint based systems are quite strong then can be arranged across any 

kind of environment.This system is less insensitive than iris or retina scans.Most people 

discover it unacceptable to have their pictures taken by video cameras or to speak into 

microphones.It is a proven technology and has been in use for a long time as compared to 

other technologies. 

B.Principles of fingerprint biometrics 

A fingerprint is made up of a number of   ridges and valleys on the external of the 

finger.Ridges are the upper skin layer sections of the finger and valleys are the lower 

segments.The ridges form so called minutiae points [7] ridge ending and ridge 

bifurcations(where a ridge splits in two).Many types of minutiae exist,including points(very 

small ridges),islands(ridges slightly longer than dots,occupying a middle space between two 

briefly divergent ridges),ponds or seas(empty spaces between two temporarily divergent 

ridges),spurs(a notch expanded from a ridge),bridges(small ridges joining two longer 

contiguous ridges)and crossovers(two ridges which cross each other)[7].The uniqueness of a 

fingerprint can be determined by the pattern of ridges and channels as well as the minutiae 

points. There are five basic fingerprint patterns-arch,tented arch,left loop,right loop and 

whorl. Loop make up 60% of all fingerprints,whorls 30% and arches 10% considered to be 

unique. 

 

C. How does fingerprint biometric work 

The main techniques used to capture the fingerprint image in detail are optical, silicon and 

ultrasound. There are two main algorithm relations to distinguish fingerprints: 
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1. Patterns: The three basic patterns of fingerprint ridges are the arch, loop and whorl. An 

arch is a pattern where the ridges come into from one side of the finger, rise in the centre 

forming an arc, and then exit the other side of the finger, form a curve, and tend to exit from 

the same side they enter[8]. In the whorl pattern, ridges form circularly, about a central point 

on the finger. Scientist have found that family members share their same fingerprint patterns, 

leading to the belief that these patterns are inherits [4].Pattern corresponding compares the 

overall characteristics of the fingerprints, not only individual points. Fingerprint 

characteristics can contain sub-areas of certain interest including ridge thickness, curvature, 

or density [8]. During enrollment, small sections of the fingerprint and their relative distances 

are removed from the fingerprint.Areas of interest are the area around a minutiae point, areas 

with low curvature radius,and areas with unusual combination of ridges. 

 

 

 

 

Figure1. Three major fingerprint classifier

Minutiae features:The major Minutiae features [6]of fingerprint ridges are:ridge 

ending,bifurcation,and short ridge terminates.Bifurcations are the points at which a single 

ridge splits into two ridges.Short ridges are significantly shorter than the average ridge 

lengthy the fingerprint. Minutiae and patterns are very important in the analysis of fingerprint 

since no two fingers have been shown to be individuals.Minutiae matching relates specific 

details within the fingerprint ridges. 

 

           Figure2.  Different minutia features Ridges ending, Ridges bifurcation, Dot

3. Fingerprint sensor techniques: 

Fingerprint sensor come in different shapes and sizes,but commonly fall into two 

categories:area scan(or touch)sensor and swipe sensor.Fingerprint scanners using different 

technologies fortaking/capturing the image of a finger are divided in to two categories optical 

and solid state [10] [11]. 
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Figure3.  Fingerprint sensor techniques 

1. Optical Fingerprint sensors: 

The first generation of electronic fingerprint sensors. A light source is pointed at one side of a 

prism and finger is placed on one face of the prism [11]. 

 

Figure 4. Optical Fingerprint Sensor 

The ridges of the fingerprint do not make contact with the prism, allowing the light to be 

reflected. A camera (CCD OR CMOS) picks up the reflected light, which is the 

representation of the ridges and valleys.Initially, this technique was named as Frustrated 

Total Internal Reflection (FTIR).The sensor based on FTIR have reduced size of CMOS 

instead of CCD camera. It is difficult to fool FTIR with a photograph or image of fingerprint. 

Many of the proceeding technologies have replaced some mechanisms with smart 

components but still it has many drawbacks specially in size, focusing and alignment 

components. 

A. FTIR with a sheet prism: 

The sheet prism has a number of prism let adjacent to each other[14].Each prismlet has alight 

entrance surface and an exist surface as shown in figure4(a).The sensor also operates on the 

principle as that of FTIR[4]. If the prism size can be reducedthe optical path remains the 

same. Although, this mechanism reduces the image quality than the traditional FTIR.   
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Figure 4(a). FTIR with sheet prism 

B. Optical fibre sensor 

 This technique employs a fibre optic instead of a prism and lens. The fibre optic plate 

(FOP)consist of the array of optical fibres [7].A finger should be in contact with the upper 

side of FOP and illuminated from an angle by a light source by diffusing light on the FOP. 

The ridges of the finger are in contact with the FOP, 

Figure 4(b). Optical fibre sensor

while the valleys are not [13].Therefore only the ridges scatter light,and the scattered light 

does not reach the CCD/CMOS.This technique is better than prism sheet because it reduces 

the thickness of sensor and eliminate the additional mechanism requires with sheet prism 

created fingerprint sensors. However to build a high resolution sensor using the technology 

increases the cost of the sensor because of the optical fibres. 

C.Electro-Optics Sensor:  

Top surface is a transport layer upon which the finger is transparent layer upon which the 

finger is placed on the inside is a 2-D matrix of photoelectric elements separated but strip 

shaped gaps, and this passes over the transparent layer to ridges or valleys of the 

fingerprintLight id reflected layer [11]. 
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Figure4(c): Electro optics based fingerprint sensor 

Since the refractive index of a finger and the transparent layer are designed to be very close, 

the ridges will absorb light. The imaging layer is protected from light coming from the light 

emitting layer, hence it delivers an output signal in response to light that has been reflected 

towards the imaging layer [9]. As a result, ridges and valley will be generated to form 

fingerprint image.   

D. In-Finger Light Dispersion: 

When a finger is placed directly on the sensor, it is illuminatedby ambient light and the 

optical image chip sense the strength of the dispersed light that reaches through the finger. 

Light removing form the valley part is dispersed in the air and becomes week leaving the 

corresponding pixela darker[15].It is difficult to arrange mechanism of these sensors in 

compact form, since the focal length of small lenses can be very large, image distortion is 

possible when the reflected image is not 

 

Figure4(d).  In finger light dispersion based fingerprint sensor 

focused properly. Because of their cost size and sensing mechanism they are not suitable to 

become a part of many portable systems.eg. PDAs and LAPTOPS. 

2. Solid state finger print sensor: 

Solid state fingerprint sensors are known as silicon sensors.These sensors measure some 

physical properties of a finger and convert it to a digitized ridge valley pattern. Solid-state 

sensors have been proposed in patent literature since the 1980s,it was not until the 

middle1990s that these have been commercially available [15] [16].These sensors designed to 

overcome the mutual problems related to optical sensors like image quality,calibration,size 

and cost[5]. 

A.Capacitive: 

Sensor is one chip includes two-dimensional array of micro-capacitor plate as shown in 

figure5. Finger skin act as the other side of each micro-capacitor[1] [5]. 
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Figure 5.  Capacitive Sensor 

Small electrical charges are created among the surface of the finger and each of these plates 

when the finger and each of these plates when the finger is placed on the surface of the 

sensor[13].These sensors have smaller imaging area, size and resolution. However, because 

of the cost of capacitive elements such sensors are more expensive than same size and quality 

in optical sensors [13] [17].However, the consistency has been questioned and the durability 

and mechanical strength are still an issue. 

B.Thermal:  

Thermal technology based figure print sensors are made from the silicon die tiled by pixels of 

pyro-electric material that is sensitive to detect temperature differences.This sensor or scans 

the surface of the finger,measuring the heat transferred from sensor to fingerprint[12]. As it 

shown in figure 6. The ridges of the fingerprint touching the sensor faster the valleys,which 

are separated from the sensor by insulating air,and hence the sensor detects the temperature 

difference between the ridges and valley and produces a fingerprint pattern [1].

 

Figure6.Thermal base fingerprint sensor 

When the finger is placed over the sensor,there is asignificant change of 

temperature,generating the corresponding signal.However after a short time,the image 

vanishes because the chip and finger have reached at thermal equillibrium and as there is no 

change in Temperature ,there is no signal [18] .These sensors tend to consume more power 

than competing.Technologies and can be less accurate in hot environment when the 

temperature differential is not hgh between the ridges and the valley.Due to their high power 

consumption they are also not suitable for portable systems. 
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C.Pressure: 

The principal of sending is based on the piezoelectric effect.as shown in figure 7.When a 

finger is placed over the surface(non-conducting dielectric materail)of the sensor or cells.and 

no other part of the finger contact with the sensor.As aresult the pressure from finger 

generates a small amount of current[19].The strength of current generated depends on the 

pressure applied by the finger on the sensor surface. 

  

Figure7. Pressure based fingerprint sensor  

Thses sensors are almost same in size and resolution as capacitive sensors. They are less 

sensitive to condition of the finger, and other effects. However, the material used in this 

technique is often not sensitive enough to detect the differences between ridges and valleys. 

D.E-Field(Electric Field): 

The fingerprint sensor based on E-field acquires the image by measuring the variations in 

conductive layer under the shim surface due to the difference in thickness between the ridges 

and the valleys[1] [5]. The main advantage of these sensors is that  

 

Figure8.  E-Field based Fingerprint sensors 

It does not sufferer from dry skin conditions cuts as it creates a finger print image from the 

layer under the skin. 

E.Radio Frequency(RF): 

Radio Frequency(RF) based fingerprint sensors uses RF electromagnetic field to create an 

image of a fingerprint.RF sensors are built on the principles of the capacitive sensor using the 

finger itself as both the charge plate and dielectric plate[21].The main approach of this 

technique is it reads below the surface of finger cannot affect dust, oil, cuts or other 

impurities. This approach is in marked contrast with optical, capacitive, pressure and thermal 

solution that read the surface of the skin. 
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Figure 9. Radio Frequency based Fingerprint Sensor. 

Conclusion: This paper represents the work done in the field of fingerprint sensing 

technologies. Almost every biometric system is affected by the sensor interoperability 

problem. It occurs when the sensor is changed between enrolment and authentication. In this 

paper different fingerprint sensing technologies are discussed. Fingerprint sensor 

interoperability can be accomplished by two approaches distortion compensation and inter-

sensor distortion model.  
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