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Abstract: Data preprocessing is a primary and important step that provide structured data for the next phases in Web usage 

mining process. In order to generate structured data, raw server log should be converted into the sessions of users. The 

constructions of user session is a complex task due to missing session identifier in Web server log. Several heuristics such as 

session duration, page stay time, referrer based heuristic, extended referrer based heuristic etc. are used to construct the 

sessions from server log. In this paper, we have observed these four approaches based on their session count and session 

length experimentally. Moreover, we have also observed the impact of robot session on these four approaches and found that 

referrer oriented heuristics are more affected than time oriented heuristics by discarding robots sessions. 
Keywords: Page Rank method, Successive under Relaxation method, Successive over Relaxation method. 

 

INTRODUCTION 

In the last few decades, Web mining has emerged as most popular and effective approach to extract relevant and 

hidden information from Web data. Web mining can be classified into three categories according to type of data 

to be mined [1]. Those are Web content mining, Web structure mining and Web usage mining as depicted in 

Figure 1[2]. Web content mining is used to discover patterns from content of a Website i.e. HTML or XML data. 

Web structure mining mines hyperlink data i.e. structure of a Web site. Web usage mining is an important 

application of data mining that is used to extract patterns from server log [3]. 

 

Figure 1: Classification of web mining with influenced discipline [2] 

In addition to content and structural information, server logs are also considered as one of the valuable source of 

information to get relevant patterns [4]. The main goal of mining server log is to analyse users’ navigation 

behaviour. Apart from that extracted patterns are successfully applied in various applications like 

recommendation, restructuring Web sites, prefetching and caching, business intelligence etc. [5]. Web usage 

mining process can be broadly divided into three steps i.e. Data Preprocessing, Pattern Discovery, and Pattern 
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Analysis [6]. Due to huge, unstructured, and noisy nature of log data basic data mining algorithms cannot be 

directly applied on the log data. Hence, it is necessary to do data preprocessing of log data to provide suitable and 

structured data to pattern discovery phase of Web usage mining process. Data preprocessing is considered as a 

complex and time consuming phase of Web usage mining. 

It incorporates several steps i.e. data fusion, data extraction, data cleaning, user identification, session 

identification, path completion and data formatting [6, 7]. Among them, Session identification is one of the 

complex task due to stateless connection of HTTP protocol. 

In this paper, we have compared four session identification approaches such as session duration, page stay time, 

referrer based heuristic, and extended referrer based heuristic on Web server log based on their session count and 

session length. The paper is organised as follows. Section 2 discusses various data preprocessing steps such as 

data extraction, data cleaning and user identification prior to session identification. Section 3 discusses all four 

session identification heuristics. Section 4 incorporates experimental analysis of four approaches on Web server 

log. At last Section 5 concludes the paper. 

DATA PREPROCESSING PROCESS 

Data preprocessing is a necessary and important phase in Web usage mining process. We have applied several 

data preprocessing sub steps like data extraction, data cleaning, and user identification which are described 

below: 

Data extraction 

In data extraction phase, log data is extracted according to a particular duration for analysis. This phase also 

removes duplicate records from server log. The proposed Data extraction algorithm that is given in Algorithm 1. 

The details of algorithm can be referred from our paper [8]. 

 

Algorithm 1: Data Extraction Algorithm[8] 

Input: merged log file, ,  

Output: reduced sorted log file 

: Date and time zone field of current request 

Begin 

1.  

2.   

a)  

b)  

end if 

end loop 

End 

Data Cleaning 

Data cleaning refers to removal of those log entries and fields that are not useful for purpose of analysis. It is a 

domain specific task and entries are removed according to the type of analysis. We have considered unsuccessful 

requests, irrelevant files requests, and inappropriate access methods requests for removal. The description of data 

cleaning algorithm is given in Algorithm 2.This algorithm is the combination of two algorithms proposed by 

authors [9, 10].  

 
Algorithm 2: Data Cleaning Algorithm [8, 9, 10] 
Input: Extracted log file 

Output: Cleaned log file 

 = Http status code field,  = Http access method field 

 = file extension of Requested_url field 

Begin 

1.  

2.  

3.  
∈  
4.  

      end if 
  end loop 

 End 
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User Identification 

After data cleaning, a user needs to be identified and its activities should be grouped and written into a user 

activity file. In the absence of cookie based approach the most widely used technique to identify unique user is by 

using IP address and User agent. This heuristic assumes that if two log entries having same IP address but 

different User agents may belong to two different users [6].The algorithm for User identification is given in 

Algorithm 3. 

 
Algorithm 3: User Identification Algorithm[7,11,12] 

Input: Cleaned log file 

Output: User Activity File 

 = IP address field 

 = User agent field 

 = Timestamp field 

Begin 

1.  

2.  

3. If           

create new user 

          else if )    

create new user 

         else 

add  time, url and ref  to existed user 

      end if 

  end loop 

 End 
 

SESSION IDENTIFICATION METHODS 

As a particular user can visit a Web site more than once in a long span of time so server log contains multiple 

sessions for the same user. The session identification phase is used to divide users’ activities into different 

sessions [6]. Session identification approaches by using server log are divided into two basic categories i.e. time 

oriented and navigation oriented. Time oriented heuristic uses temporal information to identify session. On the 

other hand, navigation oriented heuristics uses site topology and referrer information to identify session. We have 

compared two time oriented heuristics and two referrer oriented heuristics that are discussed below:- 

             

 HT1: time oriented heuristic 

 Total time spent by the user may not exceed by a threshold . Let is timestamp of first request in the session 

and a new request with timestamp will be added to session iff 

 

 
             

Otherwise a new session is created with timestamp  [3]. 

 

HT2: time oriented heuristic 

Total time spent on a particular web page should not exceed by a threshold . Let is timestamp of a request in 

the session S and next request with timestamp  will be added to session iff 

 

 
            

 Otherwise a new session is created with timestamp . [3] 

            

Href: Referrer oriented heuristic 

Let  and  two consecutive requests where  belongs to session .  Request  will be added to session S  

if referrer of  is invoked in session  [6]. 
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 Href-Ex: Referrer oriented heuristic 

This heuristic is an extension Href heuristic with added time delay if referrer is undefined. 

Let  and  two consecutive requests where  belongs to session ,  is timestamp for  and  is 

timestamp for  then request  will be added to session  if referrer of  is invoked in session , or if 

referrer is undefined and [13]. 

 

The most application uses cut-off time for Time oriented heuristics HT1 and HT2 as 30 minutes and 10 minutes 

respectively. [13, 14]. The time delay for Href- Ex heuristic can be taken according to Web site structure. 

 

EXPERIMENTAL STUDY 

All techniques Data extraction, Data Cleaning, User Identification and Session Identification are implemented 

with JDK 1.7 on system having Ubuntu 14.04 64 bit operating system, Intel core I5 processor with 4GB RAM. 

We have collected access log files from Banaras Hindu University Web server. Further, these files are merged 

into a single server log file by using one script i.e. logresolvemerge.pl from Awstats tools [15]. After that we 

have extracted data for 3 days (24/03/2014:00:00:00 to 26/03/2014:23:59:59) from merged log file by using data 

extraction algorithm as shown in [Algorithm-1]. Total number of requests during 3 days is 3248595 without 

duplicates [Table 1]. After that data cleaning and user identification algorithm are applied [Algorithm 2 and 3]. 

From Table 2, we can observe that log file reduces to almost 80 % after applying data cleaning. The number of 

users identified by user identification algorithm is 116927. 

 

Table 1: Analysis of data extraction algorithm 

Dataset Start time End time  Total number 

of duplicate 

requests 

Total number 

of requests 

Without 

duplicates 

Size 

(MB) 

D1 24/03/2014:00:00:00 26/03/2014:23:59:59 63660 3248595 742 

 

 

Table 2: Analysis of data cleaning and User identification algorithm 

Dataset Total number of 

requests 

Number of 

cleaned Requests 

%Reduction Total number of users by 

using IP +User Agent 

method 

D1 3248595 664936 79.53 116927 

 

 

Comparative analysis of Session Identification approaches 

In this experiment, we have taken value of threshold ,  and  for HT1, 

HT2 and Href-Ex respectively to identify sessions. For analysis, various session lengths are taken i.e. 1(short), 2-

11(medium), 11-100(long) and >100(extreme) [16].For identifying robots session, we have checked weather a 

user session contains requests of robots.txt file. Figure 2 shows the session count for heuristics HT1, HT2, Href, 

and Href-Ex with or without robot session. From Figure 2, we can observe that Href heuristic generates 

maximum number of sessions whereas HT1 generates minimum number of sessions with or without robot 

sessions. Since Href heuristic generates a new session for every NULL referrer hence generating maximum 

number of small sessions [From Figure 3]. Server log contains NULL referrer due to various reasons i.e. user has 

typed the URL rather than navigation; requests may belongs to robots since some robot do follow hyperlink 

structure; or when few frames belongs to the same Web page [13]. 
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From Figure 3, we can observe that heuristic HT1 and HT2 generates more longer sessions than Other two 

methods and Href and Href-Ex generates smaller sessions. A good session heuristic should generate small 

number of short and long sessions, and optimal number of medium and long sessions.  

 

Href-Ex heuristic generates more medium and long session than Href method but still generating a large number 

of short sessions. HT2 have more medium session length than other three approaches and having less number of 

extreme session length than HT1.It shows better performance than other three approaches. 

 

From Figure 2, 3 and 4 it is clear that robots sessions are affecting all heuristics in terms of session count and 

various session length. Discarding robots session affects more for Href heuristics because robots session may 

contain more number of null referrer than user sessions. Hence by applying other potential robots detection 

approaches we can improve all four heuristics and less number of short sessions would be generated for Href and 

Href-Ex method. 

 

 

Figure 2: Session count of various approaches for session Identification 

 

Figure 3: Number of sessions in various session length for methods HT1, HT2, Href and Href-Ex. 
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Figure 4: Number of sessions in various session length for methods HT1, HT2, Href and Href-Ex after 

discarding robots sessions. 

CONCLUSION 

This paper compares four basic session identification approaches such as two time oriented i.e. session duration 

and page stay and two referrer oriented heuristics i.e. using referrer information and extended referrer heuristics 

by performing experiments on data collected from Banaras Hindu University Website server .  From 

experimental analysis it has been observed that Page stay heuristic works better than other three approaches as it 

generates small number of short sessions and optimal number of medium and long sessions. Apart from that, we 

also have observed the impact of robot session on session count and session length and analysed that discarding 

robots session affects more for referrer oriented heuristics because robots session may contain more number of 

null referrer than user session. Referrer oriented heuristics could do better if a potential robot detection approach 

would be applied which could result in fewer number of short sessions. 
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