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Abstract: Composite discrete chaotic iterative system keeps all characteristics of single chaotic iterative system 

and its dynamic behavior is more complicated. While the key generated from composite discrete chaotic iterative 

system is independent identically distributed, encrypt the image by using the key and self- adaptive image scramble 

algorithm can get a satisfied result. When the length of the entire key is more than 128 bits, the encryption system is 

very strong under attack. 
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1. Summary 
 
As the  digital  time  is  coming,  multimedia  data have 

gradually become important resources for getting 

information and are a vital part in people‟s lives. As a 

main information carrier, images‟ encryption 

techniques are developing very fast. Images encryption 

becomes a research hotspot in multimedia information 

security. 

Image  encryption  usually  can  be  categorized  as 
three types: position scrambling, numerical value 
transformation and other combination forms. Position 
scrambling disarranges former data‟s position, and then 
realigns images pixels. Generally, there are numerous 
data in images, so simple disarrangement can make it 
difficult to distinguish encrypted images from original 
images. Therefore, images scrambling is an easy and 
fast encrypting way.  There are so many scrambling 
ways. Scrambling by additional information should be 
It   can   be   deciphered   easily  especially  bad   anti- 
statistical capabilities

[2- 3]
. Dynamic behaviors of single 

chaotic iterative system can be easily deciphered. But 
dynamic   behaviors   of  composite   chaotic   iterative 
system are related to composite sequence and dynamic 
behaviors of chaotic iterative subsystems, dynamic 
behaviors are especially complex. 

As mentioned above, the article puts forward a self 

adaptation encryption algorithm by composite chaotic 

system and images scrambling. Take two composite 

discrete chaotic iterative systems composed by chaotic 

functions, for example, it is operated by 0 and 1 

sequence for choosing two functions. It makes 

scrambling secret key symmetrical and independent 

identically distributed. Its anti- statistics capability is 

very good, then it combines image scrambling 

algorithm.  It  encrypts  by  sequence  of  half  image‟s 

pixels which decides image‟s other half part. From the 

experiment results, functional parameters and visual 

effects are excelled general image encryptions. 

Particularly, the system is very sensitive to secret key 

combination. There are three encryption parameters 

which enhance security. 

 

2.Composite discrete chaotic iterative 

systems 
 

All  First,  construct  two  particular  functions  in      

(0,1),  then  analyze  its  characters.  Define  

function 

f q ( x ), q = 0,1 in (0,1)

considered  separately,  because  it‟s  not  convenient. 

Scrambling by images self can be more convenient and 

practical. But encryption by simple scrambling can be 

deciphered by statistical ways
[1- 5]

. 

 

f 0 ( x ) = 

 
f1 ( x ) = 1 − 

2 x − 1 

 
2 x − 1 

(1) 
 
(2)

Chaotic  iterative  system  is  a  complex  nonlinear So         it         can         get         two         iterative

dynamic system. Because of pseudorandom characters, functions x 
n +1   

= f 
q 
( x 

n 
), q = 0,1 . These two functions

unpredictable orbit, initial state and control parameter‟s f 
q  

( x ), q  = 0 ,1 correspond  to  two  special  nonlinear

sensitivity,  there  are  many  encryptions  by  chaotic 

iterative system. However, there are some limitations. 
chaotic dynamic  systems  severally.  Its characters  can
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 f0(x)  
  
 

 f1(x)  
   

j 

be illuminated by theorem as follows, but the proving 

process is omitted. 

Theorem

⑴ xn+1  = f 
q 
( x

n 
), q = 0,1 is  a  composite   chaotic

iterative system. 

⑵The  invariant  distribution  density  functions  of the 

Chaotic      iterative      system      are     as     following 

 

                       

⑴Row                 (2) Zigzag       (3)Spiral 

Fig.1 Usual order of ergodicity

ρ 
0  

( x )  = 2 x , ρ 
1 

( x )  = 2  −  2 x when

p(q = 0) = p(q = 1) = 0.5 , ρ q  ( x ) = 1  . 
 

 

⑴Original M           ⑵Ergodic E         ⑶Scrambled R

⑶If ρ q ( x) = 1 ,  it can be transformed by arithmetic 
 

Fi.2 Get the ergodic and scramble matrix
operators 

R j  : [0,1] → {0,1} , R ( x) = x × 2 mod 2 ,j∈N 
 
3.2 Algorithm design

j 

Then  it  can  get  independent  identically  distributed 

secret key string
[4]

. As we know, chaotic systems are 

sensitive to initial value, so any minute changes of x0 

can make the iteration result totally different. Suppose 

the initial value of composite discrete chaotic iterative 

system as x0= 0.87654321 and 0.87654322. After five 

iterates, the results  will  different. Composite chaotic 

system is applied  to data  encryption.  Its  scrambling 

secret key string can satisfy theorem above. Illegal 

attacks cannot decipher  scrambling  algorithm  laws in 

this article by analyzing scrambling secret key string. It 

makes  impossible   to  analyze  by  statistics  and  the 

security is high. 

 

 
By the characters of composite discrete chaotic 

systems and self- adaptive scrambling algorithm, we 

can   put   forward   an   encryption    algorithm.    The 

algorithm is made up of two parts. First, it creates 

scrambling secret key string with separate distribution 

by composite chaot ic systems.  Secondly,  it  

encrypts images by scrambling algorithm through 

scrambling secret key string‟s 0,1 values. The process 

of the algorithm is as Fig. 3. 

Mi 
 

 
Nonlinear

 

3.    Self-adaptive    encryption    algorithm 
based on composite chaotic system 

 
3.1. Ergodicity and self- adaptive scrambling 

 
Beginning with one matrix element, it can visit all 

elements  from the first to the last by sequence.  This 

LFSR scrambling 

 
Ci 

 
Original         Scrambling      Cryptograph 

 

`Fig. 3 Flow chart of Algorithm

sequence   is  a  form  of  ergodicity.   Generally,   the 

ergodic  sequence  is  as  Fig.1.  Defining  a matrix  M, 

ergodicity is based by the values of elements in M. The 

matrix by visiting sequence is an ergodic matrix noting 

as E. Apparently,  the elements in E are corresponding 

to elements in M. So it scrambles objects which have 

to be encrypted by ergodic sequence as rows. For 

example, if it is the E sequence, we directly scramble 

original matrix M. The Scrambling matrix is as Fig. 2. 

Similarly,  it can scramble matrix E with M. If we 

divide an image into two parts with the same size, it 

can get half of the ergodic matrix E and then scramble 

the other half part. The opposite sequence makes the 

opposite  results.  It can  evolve  into many scrambling 

ways. So adaptive images scrambling needn‟t other 

additional  information  and only need  information  by 

itself to scramble. The speed of the process is very fast 

and it‟s also convenient. 

3.2.1 Creating scrambling secret key string 
 

Symmetrically choos ing  two functions in 

composite chaotic iterative systems can guarantee the 
scrambling secret key string‟s character of independent 

identically distributed. So it can create 0,1 symmetrical 
distribution  sequence  string  by LFSR  in  cryptology. 

The  sequence  created  by  LFSR  has  good 

pseudorandom characters. In one period, the appearing 
times  of  0  are  equal  to  1.  The  max  period  of  the 

sequence is 2
(n- 1)

, n is bit length of LFSR, and it can be 

8,16 or 32. The user gives a secret key, then transforms 

it into a binary string M={Mi}(i=1,2,…,  m).0,1 string 

created by LFSR and Mi perform Exclusive OR 

operation,  then it can get chaotic subsystems‟  control 

string Q={Qi}(i=1,2,3.. m). Suppose composite chaotic 

systems‟  initial  iterative  values  as  x0.  In  the  first 

iteration, if Qi=0, then x1=f0(x0), if Qi=1, then x1=f1( x0).
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j 

Similarly,  xi+1=f0(xi)  or  xi+1=f1(xi).  Xi   can  get 
scrambling  secret key string C={Ci}(i=1,2…  m) by a 
nonlinear  transformation  function. The transformation 

digits LFSR is 10101100, the original value x0  in the 
composite chaotic system is 0.87654321. Then we 
encrypt  images,  the result  is as  Fig.5.  After  several

arithmetic operators is R  j    : [ 0 ,1 ]  → { 0 ,1 } , iterative  encrypting  scrambling,  no matter  the binary

R ( x) = x × 2 
j 
mod 2 ,j   N. 

 
3.2.2 Self- adaptive images scrambling 

 
We divide the matrix into two parts by horizontal 

or vertical ways. For example, we illustrate the 

scrambling process by horizontal ways. 

⑴Getting  an  upper  part  ergodic  matrix  by  element 

values  in matrix.  Each  element  in  ergodic  matrix  is 

corresponding to elements in the lower part. 

⑵Scrambling lower part of matrix by ergodic matrix. 

⑶Repeating  1-2  processes,  we  can  get  the  ergodic 

matrix  of  the  scrambling  lower  parts  then  scramble 

upper part by ergodic matrix. 

Scrambling secret key string created by composite 

chaotic systems can control the scrambling process. 0 

represents vertical scrambling, while 1 represents 

horizontal scrambling. We can choose vertical or 

horizontal scrambling by values of Ci. Iterative 

Scrambling  goes from the beginning  to the end. The 

process is as Fig. 4. 

0                              1                          1 

images  or gray images  or RGB images,  the result  is 
symmetrical.  We can‟t distinguish  the original  image 

from it. The decryption process is to get the right 
encryption secret key. By the opposite process of 

scrambling,  we can get right code.  In the process  of 

getting encryption  secret key, any error among initial 

values  of M, X0  and LFSR  will have effects  on  the 

decryption result. For example, if we get M and X0= 

0.87654321, the initial value of LFSR is 11101100, the 
decryption images are as Fig.6⑴,⑵. If we get M and 

the  initial  value  of  LFSR  is  10101100,   but  X0= 

0.87654322,  the decryption  images are as Fig.6⑶,⑷. 

From   the   decryption   result,   any   changes   in   the 

encryption   parameter   will   make   it   impossible   to 

decrypt. The correct decryption result is as Fig.7. 

 

4.2 Conclusion 
By numerous experiments, the algorithm is very 
proficient,   the  encryption   effect  is  very  good,  the 
security  is  high.  Chaotic  functions  and  scrambling 
ways can be chosen by user‟s demand. Good password 
system is that we can hardly decrypt it in limited 
resources

[  6- 7]
, even  if we know the algorithm.  Any

Vertical 
scrambling 

Horizontal 
scrambling 

Horizontal 
scrambling 

initial value‟s changes of M, X0, and LFSR will have 

effect  on  the  encryption  results.  So  the  exhaustive

Fig.4 Image scramble 

 
The   decryption    is   the   opposite   progress   of 

encryption.  By  the  values  of  scrambling  secret  key 

string  C,  it  decrypts  oppositely.  Taking  scrambling 

secret  key string  C={0111}  for  example,  the 

decryption  sequence  is Cr={1110}.  Decrypt  from the 

beginning of to the end of Cr. From the vertical 

scrambling   to   the   horizontal   scrambling,   we   use 

matrix‟s transpose operation and then scramble by 

vertical   scrambling.   They   use   the   same   program 

process   which   enhances   the  operation   algorithm‟s 

speed. 

 

4. Result & Conclusion 
4.1 Experiment result 
Supposing that a user gives an encryption password 

M=‟zishiyingjiami‟,   firstly  we  turn  each  letter  into 

ASCII  code,  and  get„122,  105,  115,  104,  105,  110, 

103, 106, 105, 97, 109, 105‟. Then we transform them 
into a binary string, combine them as M. If M‟s digits 

are less than 128, we use 0 and 1 to complement 

symmetrically until 128 digits. The original value of 8 

attack can‟t succeed. Oppositely,  encryption  system is 
sensitive  to secret  key.  Three  encrypting  parameters 
can be chosen  flexibly.  The security of the system is 
enhanced.  In  the  decryption  it  can  not  get  original 
images if there is only one difference. The scrambling 
secret  key  string  is  created  by  composite  discrete 
chaotic  system,  it  has  independent  identically 
distributed  character.  If analyzing  statistics characters 
of   C, we can not get encryption  code.  If the secret 
key is larger than 128 bits, especially for large 
information, it can hardly attack it by encrypted codes. 
If we know some encryption parameters, it costs much 
too. When the encryption secret key‟s length is larger 

than  128,  it is impossible  to carry  through  birthday 

attack etc. 
 

 
 
 
 
 
 
 
 
 

⑴Original                                  ⑵Encryption
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⑶Original                                ⑷Encryption 

 
 

⑴Right result of Fig.5⑵      ⑵Right result of Fig.5⑷ 
 

 
 
 
 
 
 

⑸Original                                ⑹Encryption 

 
 

⑶Right result of Fig.5⑹      ⑷Right result of Fig.5⑻ 

 

Fig.7 Right result of decryption 
 
 
 
 

⑺Original                              ⑻Encryption 

Fig. 5 Results of image encryption 

 

(3)Wrong result of fig. 5(6)  (4) Wrong result of fig. 5(8) 
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