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Abstract: In a cloud computing environment, datacenter consists of number of servers, cooling and power delivery 

equipment’s that require enormous measure of computational energy to drive complex frameworks. Due to the 

rising demand of the computation power, datacenter has become the hub for significant increase in the power 

consumption, heat dissipation and rise in temperature of the servers. Cloud datacenter’s energy consumption has 

increased tremendously due to increase in the computation requirements of the user workload. Thus, saving energy 

has become an important concern to address. Researchers proposed different techniques to optimize the energy 

consumption. In this paper, we focus on different aspects of cloud computing for holistic management of cloud 

resources in an energy-efficient, reliable and sustainable manner in next five years used in networking. We 

recognized different opportunities, identified research challenges and propose possible future research directions for 

cloud computing in networking fields. 
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1.Introduction : 

Cloud computing enables the  on-demand  provisioning of flexible  resources infrastructure/platform/software) as  

services  on  the  basis  of  pay  as  you  use.  Cloud computing  has  revolutionized  the  information  and 

communication  technology  industry  due  to  its  rising demand.  

The  fast  increment  in  the  distributed computing has  brought  about foundation  of  vast scale server farms 

containing enormous number of complex servers.  These  server  farms  expend  colossal  measure of electrical 

vitality and  emanate CO2 in environment. Literature reported that there are two important aspects where energy is 

saved are computing and cooling. The scheduling  of  workload  or  allocating  the  virtual machines  to  save  the  

energy.  Cooling  involves applying mechanisms  in  order  to remove the  heat  and reduce the thermal dissipation 

of a physical machine. 

In terms of securing cloud infrastructure, you are looking at two key areas: the actual, physical infrastructure, which 

is your data center and second, network security. 

 Physical Security 

To secure your data center, you must ensure that you are restricting access to the facility to only authorized persons. 

Specific steps include access control measures such as access cards, 24/7 video surveillance monitoring, and an on-

site security team, for a start. 

You must also have contingencies in place to prevent data loss caused by natural disasters, an on-site incident, loss 

of power, and other risks. Within these contingencies, a data recovery plan is necessary along with other 

redundancies. 

 Network Security 

You must combine network monitoring, filtering, and access control to isolate malicious virtual machines, mitigate 

distributed-denial-of-service (DDoS) attacks, and suspicious access/logins. 

With cloud computing and the technology behind it there are many potential opportunities and capabilities. Cloud 

computing can open a whole new world of jobs, services, platforms, applications, and much more. There are 

thousands of possibilities beginning to form as the future of cloud computing starts to really take off. 

For instance, vendors and service providers can get on board to develop new and different ways of selling their 

goods and services to the cloud users through the cloud technology. It opens a whole new platform for designers and 

web developers. Businesses and organizations can organize themselves and conduct business much more affordable 

and professionally. Social networking and keeping in touch with friends get a great deal easier as well. 

 

2.Future of Cloud computing: 

http://www.csjournals.com/
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In the current cloud market, the benefits of leveraging the infrastructure of a large cloud provider can be beneficial 

in many ways. The cost structure works like a utility which provides for an operating expense model with no upfront 

infrastructure costs. 

The ability to scale rapidly works well for companies with high growth demands. With these benefits come some 

limitations. Your experience is limited by the speed and reliability of your internet connection which can impact 

your business. 

In reference to securing the cloud, there are several meanings; securing the ideal cloud for your company, ensuring 

you migrate to the right cloud with innovative support. Securing your brands future and protecting your brand, 

ensuring it’s safe, secure and risk free. 

Essentially, if you're considering purchasing one of Amazon's, or Microsoft's cloud-based services, you're buying 

into world-class abilities at keeping data secure. Security can therefore be perceived as convincing motivation to 

migrate to cloud-based systems rather than a reason to ignore them. 

The challenges exist not in the security of cloud itself but in the policies and technologies for security and control 

for the technology. Most enterprises are accustomed with cloud or at least the notion of cloud, misconceptions and 

misunderstandings about what technology can offer remain unclear. Uncertainty about the advantages of cloud 

computing is compounded by numerous genuine and imaginary concerns about the security and control implications 

of different cloud models. 

The future of cloud computing is a unique architecture based on the Computing Cell that consistently provides best-

of-breed software infrastructure, including encryption, authentication, network segmentation, data integrity and data 

management across multiple pubA few things you can expect to see advancing over the next few years include: 

 

3. Cloud computing in networking next five years: 

Crowd-Sourced Storage and Data: Crowdsourced storage and data is expected to become a cost-effective option for 

businesses within the next few years. Currently, the cloud tends to be expensive, slow and sometimes insecure. 

Crowdsourcing storage means you can share a friend’s or stranger’s storage to keep your data at a lower cost. 

Crowdsourced data, however, means major cloud players give away free cloud storage as a means to collect data for 

analytics and artificial intelligence (AI) applications. 

 

 Serverless Cloud Computing: Serverless Cloud Computing allows developers to design and operate 

applications and services without having to configure or manage a server. This ability to use the cloud 

without managing infrastructure helps improve costs and efficiency while making it easier for developers to 

create and release updates. 

 Edge Computing: Edge computing is essentially processing data at the edge of a network. This method 

helps to optimize cloud computing by streamlining the flow of traffic from network devices and is expected 

to increase in popularity over the next few years. 

 Hybrid Cloud Solutions: Cloud to cloud and cloud to on-premise connectivity are expected to be very 

popular, especially among enterprises who are looking for flexibility in a cloud system. With cloud to cloud 

connectivity, businesses can connect and integrate multiple solutions by taking advantage of cloud 

providers who have opened up their APIs. In cloud to on-premise connectivity, however, an enterprise can 

blend their cloud solutions and on-premise solutions using heavy customization to fit their specific needs 

and desires. Cloud to on-premise connectivity is particularly useful for enterprises who want to control 

their data flow and for enterprises who balk at the idea of migrating all their data and systems to the cloud. 

 Cost Wars: The cloud is still relatively expensive, even for corporations, and the more businesses looking 

into cloud solutions, the more competitive the market is going to get. Over the next few years, competing 

cloud providers will look for new ways to cut costs without cutting quality, taking advantage of new 

technologies to help push their prices down. 

 Artificial Intelligence: Half of all IT professionals believe artificial intelligence and machine learning will 

play a huge role in the adoption of cloud computing going into 2020, with predictions placing the growth at 

67 percent. Much of this has to do with the fact that private servers and devices will not be sophisticated or 

extensive enough to host AI, but the cloud will. With access to the cloud, organizations can gain access to 

AI and machine learning, benefiting from the program’s ability to learn. 

 Increased Volume of Data: Increased utilization means an increase in data stored on the cloud, and with 

the Internet of Things (IoT) continually expanding, there’s more data in the cloud than ever before. As 
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such, professionals are expecting significant changes to occur in data organization and infrastructure. But in 

my research, I go with data security predictions. 

 

 

4. Data Security Predictions 

These issues are only expected to get more complex over time. A few predictions for data security in the next few 

years are: 

 Threat Complexity: One of the arising issues of data security protection is the increase in threat 

complexity. As more devices connect to the cloud and enterprise networks, more breach points are 

connected to the system. Each one of these points may have vulnerabilities, leaving the whole system open 

for an attack. Addressing this issue usually has to do with limiting the number of devices connected to a 

network, but this is becoming increasingly more difficult to control. However, by combining intelligent 

threat detection systems with organizational security measures like mandatory security checkups, these 

issues can be minimized. 

 Limitations of Security Detection: Currently, the standard network security system has relied on intrusion 

detection systems, which track specific activities to identify intruders. However, these types of security 

detection systems tend to miss breaches coming from inside the company. For examples, employees may 

unknowingly let in intruders, thinking they are trusted users. These intrusions will not be identifiable using 

a traditional intrusion detection system — and if attackers gain access to administrative roles, the whole 

system could be compromised. 

 Skilled Attackers: Cyber-attacks are becoming increasingly sophisticated, as attackers gain knowledge and 

funding. State-sponsored hackers are becoming more common in the world of international espionage, 

backed by enormous funding efforts, skilled tactics and advanced technology. Defense technology must be 

equally advanced to keep up with such threats. 

 Broadened Definitions: Security historically covered consumer and financial data, but the definition of 

what constitutes as ―secured data‖ has been changing for organizations over the past few years. An 

increased focus has been placed on intellectual property, which is why increased measures have been put in 

place to protect these among businesses. Additionally, reputation and service delivery have been of 

increased focus, especially as consumers become more influenced by online research and the convenience 

of delivery. Bad press or an undelivered service can lose businesses their customers, which destroys 

profitability over time. 

 

References 

1.Radu, L.-D.: SS symmetry Green Cloud Computing: A Literature Survey. Symmetry (2017) 

2.Jindal, V., Verma, A.K., Bawa, S.: Green WSN-Optimization of energy use through reduction in communication 

workload. IJFCST 5(3), 57–69 (2015) 

3.Wu, H., Ding, Y., Winer, C., Yao, L.: Network security for virtual machine in cloud computing. In: 2010 5th 

International Conference on Computer Sciences and Convergence Information Technology, no. 60803057, pp. 18–

21 (2010) 

4.Ibrahim, A.S., Hamlyn-Harris, J., Grundy, J.: Emerging security challenges of cloud virtual infrastructure. In: 

Computer Science & Software Engineering, Faculty of Information & Communication Technologies Swinburne 

University of Technology, Hawthorn, Victoria, Australia 

5.https://saylordotorg.github.io/text_business-information-systems-design-an-app-for-that/s19-cloud-computing-

techniques.html 

6.Kasemsap, K.: Cloud computing, green computing, and green ICT. In: Cloud Computing Technologies for Green 

Entreprises, pp. 28–50 (2016). 

7.Ibrahim, A.S., Hamlyn-Harris, J., Grundy, J.: Emerging security challenges of cloud virtual infrastructure. In: 

Proceedings of APSEC 2010 Cloud Work (2010). 

8.Naji, H.Z., Zbakh, M.: A secure virtualization architecture based on a nested Nova hypervisor. In: International 

Conference of Cloud Computing Technologies and Applications CloudTech 2017 (2017). 

9. https://apprenda.com/library/cloud/future-of-cloud-computing/ 

 

http://www.csjournals.com/
https://saylordotorg.github.io/text_business-information-systems-design-an-app-for-that/s19-cloud-computing-techniques.html
https://saylordotorg.github.io/text_business-information-systems-design-an-app-for-that/s19-cloud-computing-techniques.html
https://apprenda.com/library/cloud/future-of-cloud-computing/

