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Abstract: Obtaining the reliability of simple network is not so tedious work but whenever we are dealing with 

large or complex networks, exact calculated value of Network reliability is very difficult to obtain. In this paper, 

we have show that, how the Cross Entropy Method provides much better estimate of network reliability or 

equivalently unreliability even when we are dealing with Large or complex networks. Further, we also 

developed a technique Permutation Monte Carlo (PMC) that provide much better result with the help of cross 

entropy and yields a speed up result over the other standard technique used for estimating network reliability i.e. 

Crude Monte Carlo technique (CMC). 

Keywords: Network Reliability, Crude Monte Carlo (CMC), Cross Entropy Method (CE), Permutation Monte 
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1. INTRODUCTION 

In recent years, we have seen a tremendous growth in electronics messages traffic due the increase in demand of 

computer and communication network. The number of component failure arises whenever there is growth in 

network, so it is important to construct a network diagram in such a way that the occurrence of failure does not 

affect the sustainability of functioning of network. Reliability of simple network can easily be obtained by using 

various methods but whenever the problem of complex or large network arises it is not easy to handle such type 

of problems and also it is not possible to calculate exact value of Network reliability. So to handle such type of 

problem we introduce Simulation procedure which is very useful and frequently used in today’s world to 

estimate the reliability of complex or large networks. There are so many simulation algorithms are available, but 

Crude Monte Carlo (CMC) is the simplest one and sometimes also known as Direct Random Sampling of edge 

failures. But when probability of failure of network is very small, hence form rare event. Direct simulation of 

such rare event is very slow and computationally very expensive. Various techniques have been developed by 

various researchers to produce better estimates.  For example, Fishman proposed Procedure Q which can 

provide reliability estimates as well as bounds [7].Kumamoto proposed a very simple technique called Dagger 

Sampling to improve the CMC Simulation [15]. Easton and Wong proposed a Sequential Construction Process 

[5] which exploits permutation properties of sample sequences. Elperin et al. proposed Evolution Models for 

estimating reliability of highly reliable network [6].Hui et al. [8] proposed a hybrid scheme that provide bounds 

and can provide a speed up by several orders of magnitude in certain classes of networks 

The Cross-Entropy (CE) Method originated from Rubinstein [13] is a generic Monte Carlo technique used for 

estimating the probabilities of rare events in complex stochastic networks. This method can also used for solving 

various optimisation problems. The CE method has been successfully applied to a wide range of combinatorial 

and continuous optimisations problems [12], including Max-Cut and Bipartition problem [13], 

telecommunication system [3, 11], problem in reliability theory [10], DNA sequence alignment etc. 

In this paper, we have to show that the CE method provides a better way to estimate the network reliability or 

equivalently, network unreliability. Here we also show that CE method speed up our result to greater extend as 

compared to CMC. 

The rest of the paper is organised as follows at the end of introduction we give a short introduction of Cross 

Entropy Method in section 2. In section 3, we discuss about the network reliability and their estimation. In 

section 4 and 5, we take Simple Network diagram as an illustration and obtained their reliability and 

unreliability by using Modular Decomposition technique. In section 6 we estimate the network reliability using 

CMC. In section 7 we estimate the Network Reliability using CE method. In section 8, we we introduced PMC 

method. In section 9, we update the CMC method by using the concept of CE method. In section 10, with the 

help of illustration we find the results using CMC and CMC-CE. In section 11, we apply the concept of CE 

method to improve our PMC method. In section 12 and 13, we compare all our techniques used in this paper on 

different illustration. In section 14, we draw our conclusion about our results. 

2. Cross-Entropy Method 

In this paper we just give just a short introduction Kullback-Leibler Cross Entropy or simply Cross Entropy 

(CE) so that our paper is self-contained. The idea behind the CE method is to choose the importance sampling 

p.d.f g from a specified class of pdfs such that Kullback-Leibler Cross Entropy between the optimal Importance 
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Sampling p.d.f f* and g is minimum. If f and g are the two continuous densities, then the CE distance between 

them is given by 

     𝐷 𝑓,𝑔 = ∫
𝑦

 𝑓 𝑦  𝑙𝑛  𝑓 𝑦 𝑑𝑦 −   ∫
𝑦

 𝑓 𝑦  𝑙𝑛  𝑔 𝑦 𝑑𝑦                (2.1) 

 

Replace the integrals with the corresponding sums when dealing with discrete pdfs. 

 

We know that 𝐷 𝑓,𝑔 ≥ 0,  by jenson′sinequality  and equality hold if and only if 𝑓 = 𝑔. 
Sometimes CE distance is also called K-L divergence due to its non symmetric nature i.e. 

 

                                       𝐷 𝑓, 𝑔 ≠ 𝐷 𝑔,𝑓  𝑓𝑜𝑟 𝑓 ≢ 𝑔.                            (2.2) 

 

The optimal CE p.d.f solves the functional optimization problem 

 

                                               𝑚𝑖𝑛𝑔𝐷 𝑓∗,𝑔                                                    (2.3) 

 

Here we consider that the p.d.f f belong to some parametric family because it is more convenient to choose the 

IS distribution from the same family. In particular, let (. ,∅) called nominal parameter belong to the 

family   . ,𝛿 , 𝛿 ∈ ∅ , without loss of generality; we consider only positive values of function S. Now our CE 

method aims to solve the parametric optimization problem as 

                                                
𝑚𝑖𝑛

𝛿 ∈ ∅
𝐷 𝑓∗,  . , 𝛿                                             (2.4) 

 

with  𝑓∗ 𝑦 = 𝑐−1 𝑆 𝑦  𝑓 𝑦 , where 𝑐 = ∫ 𝑆(𝑦) 𝑓(𝑦) 𝑑𝑦  
now we know that minimizing the K-L distance between 𝑓∗ and   . , 𝛿  ( 𝑤. 𝑟. 𝑡  𝛿 ) is equivalent to 

 

 Maximizing 

                              ∫
𝑦∈Φ

𝑆 𝑦 𝑓 𝑦 𝑙𝑛𝑓 𝑦 𝑑𝑦 = 𝐸∅ 𝑆 𝑦  𝑙𝑛𝑓 𝑦                     (2.5) 

 

equation (2.4) and (2.5), either of one are called CE program. 

 

Now, the CE reference parameter 𝛿∗ can be estimated using stochastic counterpart method and is the solution of  

 

                               
𝑚𝑎𝑥

𝛿 ∈ ∅
 𝐷  𝛿 =  

𝑚𝑎𝑥

𝛿 ∈ ∅
  𝐸∅ 𝑆 𝑦  𝑙𝑛𝑓 𝑦                                  (2.6) 

 

                                                                =  𝑚𝑎𝑥
𝛿∈∅

   
1

𝑁
 𝑆 𝑌𝑘 𝑙𝑛𝑓(𝑌𝑘 , 𝛿)𝑁

𝑘=1 ,                        (2.7)  

 

In some cases, when 𝐷  𝛿  in (2.7) is concave and differentiable with respect to 𝛿, then the solution to (2.7) can 

easily be obtained by solving the following system of equations, 

                                                  
1

𝑁
 𝑆 𝑌𝑘 ∇𝑙𝑛𝑓(𝑌𝑘 , 𝛿)𝑁

𝑘=1 = 0,                                              (2.8)  

where the gradient ∇ is w.r.t. 𝛿. The main advantage of CE approach is that, the solution to (2.8) can also be 

found analytically. 

 

3. Network Reliability and Their Estimation. 

In this paper we considered a simple network model denoted by 𝐺(𝑉, 𝐸, 𝐾) also known as probabilistic graph, 

where V and E are the set of ‘n’ vertices and ‘m’ edges respectively and there are K terminals such that 𝐾 ≤ 𝑉. 

Here the vertices represent the number of servers, computers, routers, etc. and links between them is known as 

edges. The edges are always subject to failure i.e. if an edge fail network fails completely otherwise functioning 

or working. In other words, we also say that there exists a binary random variable  𝑋𝑒 , 𝑒 ∈ 𝐸   such that the 

event {𝑋𝑒 = 1} is considered as operational while the event  𝑋𝑒 = 0  is considered as failed. Here we also 

assumed that the binary random variable   𝑋𝑒 , 𝑒 ∈ 𝐸  is mutually exclusive. The terminal nodes are always 

interconnected to each other and are essential for working of system i.e. if every terminal is reached from every 

other terminal the network is considered as functioning. Here the edge set are directed or in directed as per 

requirement and the number of terminals can range from minimum two to maximum ‘n’. 
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Let  𝑝𝑒  denote the reliability of each edge and 𝑞𝑒  denote the unreliability of each edge 𝑒 ∈ 𝐸 

Then, 

                                                    𝑝𝑒 = 𝑃 𝑋𝑒 = 1 ,                                                 (3.1) 

and 

                                                 𝑞𝑒 = 𝑃 𝑋𝑒 = 0 = 1 − 𝑝𝑒                                   (3.2) 

then the system reliability rel p  of the network is defined as probability of K being connected by operational 

edges. Thus, 

                                 rel p = E ϕ x  =  ϕ(x)

x∈s

P X = x ,                           (3.3) 

Where 

                                                ϕ x =  1   if K is connected,
0               otherwise.

                             (3.4) 

This is the standard formulation of reliability of unreliable system. The function ϕ(x) is called structure function 

[7]. In this paper we also consider that the reliability of a network is completely determined by the individual 

edge reliabilities hence we do not consider the node failures. 

4.  Methods for obtaining Structure Function 

In this paper we use the Modular Decomposition technique (MDT) because the procedure of this technique is 

very simple to understand and easy to implement and we can explain it by using the following example. Here 

we can see that the system consist of a combination of series and parallel structures, therefore the structure 

function of such system can be handled in stages. Consider the uppermost system in fig1, now we can view the 

system consist of component 1 and module 1
*
, 2

*
 and 3

*
 which gives us 2

nd
 system in fig1, similarly the last 

system shows the component 1 and module 1
**

 arranged in series. 

 
                  Figure 1 

 

If we consider the state of system is S, state of module 1
**

 as Z1, Yi as the state of module 1
*
 and Xi is the state 

of component i, then working backwards, we have  

                                                     𝑆 = 𝑋1𝑍1 ,                                              (4.1) 

 

 And after successive substitution we get, 

ϕ x = 𝑆 = 𝑋1 1 −  1 − 𝑋2𝑋3  1 − 𝑋4𝑋5  1 − 𝑋6𝑋7  .                      (4.2) 

 

 

5. Illustrations : Simple Network Diagram (SND) 

Let us consider the following Simple Network Diagram (SND) as an illustration to show how the CE method 

provide better result in just a fraction of time as compared to old method of obtaining Reliability or Unreliability 

that can take long calculation and too much time for obtaining the reliability of even simple network. 
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Figure 2: Simple Network Diagram from node P to node Q 

Structure function of above stochastic activity network is obtained by MDT and is given by 

         𝜙 𝑥 = 1 −  1 − 𝑥1𝑥2  1 − 𝑥3𝑥4  1 − 𝑥1𝑥5𝑥3  1 − 𝑥4𝑥5𝑥2                    (5.1) 

After simplification and using the fact that 𝑥𝑖 = 𝑥𝑖
2, we get structure function as given below 

            𝜙 𝑥 = 𝑥4𝑥5𝑥2 + 𝑥1𝑥5𝑥3 + 𝑥3𝑥4 − 𝑥3𝑥4𝑥5𝑥2 − 𝑥1𝑥3𝑥4𝑥5 + 𝑥1𝑥2 − 𝑥1𝑥2𝑥4𝑥5 − 𝑥1𝑥2𝑥3𝑥5 − 𝑥1𝑥2𝑥3𝑥4

+ 2𝑥1𝑥2𝑥3𝑥4𝑥5                                            (5.2) 

Reliability of equation (6.2) is obtained by replacing 𝑥𝑖  by respective  𝑝𝑖 , 𝑖 = 1,2,3,4,5 because all terms in 

above equation is independent random variable and its reliability is given by 𝑟𝑒𝑙 𝑝 . 
           𝑟𝑒𝑙 𝑝 = 𝑝4𝑝5𝑝2 + 𝑝1𝑝5𝑝3 + 𝑝3𝑝4 − 𝑝3𝑝4𝑝5𝑝2 − 𝑝1𝑝3𝑝4𝑝5 + 𝑝1𝑝2 − 𝑝1𝑝2𝑝4𝑝5 − 𝑝1𝑝2𝑝3𝑝5 − 𝑝1𝑝2𝑝3𝑝4

+ 2𝑝1𝑝2𝑝3𝑝4𝑝5                                               (5.3) 

Whenever we are dealing with highly reliable network it is better to estimate network unreliably because it gives 

better result as compared to network reliability and is obtained by using  

𝑢𝑛𝑟𝑒𝑙 𝑞 = 1 − 𝑟𝑒𝑙 𝑝 ,𝑤𝑒𝑟𝑒 𝑒𝑎𝑐 𝑝𝑖 = 1 − 𝑞𝑖 , 𝑖 = 1,2,3,4,5.                        (5.4) 

Substitute (5.4) in (5.3) we get, 

𝑢𝑛𝑟𝑒𝑙 𝑞 =  1 − 𝑞4  1 − 𝑞5  1 − 𝑞2 +  1 − 𝑞1  1 − 𝑞5  1 − 𝑞3 +  1 − 𝑞4  1 − 𝑞3 
−  1 − 𝑞3  1 − 𝑞4  1 − 𝑞5  1 − 𝑞2 −  1 − 𝑞4  1 − 𝑞5  1 − 𝑞3  1 − 𝑞1 
+  1 − 𝑞1  1 − 𝑞2 −  1 − 𝑞1  1 − 𝑞2  1 − 𝑞4  1 − 𝑞5 
−  1 − 𝑞1  1 − 𝑞2  1 − 𝑞3  1 − 𝑞5 −  1 − 𝑞1  1 − 𝑞2  1 − 𝑞4  1 − 𝑞3 
+ 2 1 − 𝑞1  1 − 𝑞2  1 − 𝑞3  1 − 𝑞4  1 − 𝑞5                                          (5.5) 

where 𝑞𝑖  is the unreliability of each component. 

 

6. Crude Monte Carlo (CMC) Simulation: 

The simplest way to estimate the Network Reliability denoted by 𝑟𝑒𝑙(𝑝) or Network Unreliability denoted by 

𝑢𝑛𝑟𝑒𝑙(𝑞) is to use CMC Simulation because it is a #P-complete problem [4] and here we also consider that the 

network nodes are highly reliable. 

Let us consider 𝑋 1 , 𝑋 2 , … , 𝑋 𝑁  be the i.i.d. random vector with same distribution X, then 

                                       𝑟𝑒𝑙 
𝐶𝑀𝐶 𝑝 = 𝐸 𝜙 𝑋 𝑖   =

1

𝑁
 𝜙 𝑋 𝑖  

𝑁

𝑖=1

                                       (6.1) 

is an unbiased estimator of 𝑟𝑒𝑙(𝑝) and its sampling variance is given by 

                                   𝑉  𝑟𝑒𝑙 
𝐶𝑀𝐶 𝑝  =

𝑟𝑒𝑙 𝑝 [1 − 𝑟𝑒𝑙(𝑝)]

𝑁
                                                    (6.2) 

Therefore, the Relative Error (RE) of 𝑟𝑒𝑙 
𝐶𝑀𝐶 𝑝  is given by 

                                         𝑅𝐸  𝑟𝑒𝑙 
𝐶𝑀𝐶 𝑝  =  

1 − 𝑟𝑒𝑙 𝑝 

𝑁 𝑟𝑒𝑙 𝑝 
                                                        (6.3) 

Similarly Relative Error (RE) for Network Unreliability given by 

                                   𝑅𝐸  𝑢𝑛𝑟𝑒𝑙 
𝐶𝑀𝐶 𝑞  =  

1 − 𝑢𝑛𝑟𝑒𝑙 𝑞 

𝑁 𝑢𝑛𝑟𝑒𝑙 𝑞 
                                                  (6.4) 
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From above equation, we can easily see that RE is inversely proportion to the square root of sample size, so 

larger sample required to estimate the value of 𝑢𝑛𝑟𝑒𝑙(𝑞) accurately. When the value of 𝑢𝑛𝑟𝑒𝑙(𝑞) is comes out 

to be small, then the event that the terminal nodes are not connected form a rare event. 

7. Estimation of Network reliability using CE Method 

Let us consider a simple network diagram as shown in fig. 2. The network has five unreliable edges labelled as 

1, 2, 3, 4, and 5. This network is in operating state if the two terminal nodes P and Q are connected by 

operational edges otherwise failed. Here we also consider the typical situation where the edges are highly 

reliable i.e. 𝑞𝑒  close to 0, in that case the probability of rare event ∅(𝑋𝑖 = 0) is very small hence the accuracy of 

estimate through CMC always in doubt due to the low accuracy. The simplest way to overcome this problem is 

to ‘tilt’ the probability mass function (p.m.f.) so that the rare event happened more often and then multiply the 

structure function with likelihood ratio to unbias our estimate. 

Let 𝑔 𝑥  be the original p.m.f. and 𝑘 𝑥  be the new p.m.f. then the network unreliability is given by 

𝑢𝑛𝑟𝑒𝑙 𝑞 = 𝐸𝑘 𝑙 𝑥  1 − 𝜙 𝑥                   (7.1) 

where 𝑙 𝑥 =
𝑔 𝑥 

𝑘 𝑥 
 is the likelihood ratio (LR) and 𝐸𝑘  is the expectation under p.m.f. k. 

8. Permutation Montecarlo simulation 

This method provides more efficient way of estimating network unreliability [3,7,14], in this method we 

consider a network 𝐺(𝑉, 𝐸) in which each edge ‘e’ has exponential repair time with repair rate  𝜆 𝑒 =
−log(𝑞𝑒), all the repair times are independent at time 𝑡 = 0 in short we can say that all edges are failed. The 

state of ‘e’ at time‘t’ is denoted by 𝑋𝑒(𝑡) and the state of edge set E is denoted by vector 𝑋(𝑡). Thus  𝑋 𝑡   is a 

markov process with state space {0,1}𝑚 . This process is called construction process of the network.  

Let us consider a random variable ‘ℛ’ at a space state of permutation of E, is the order in which edges are 

constructed of the network diagram so that the network become operational and let  𝐵0, 𝐵0 + 𝐵1, 𝐵0 + 𝐵1 +
𝐵2, …  , 𝐵0 + 𝐵1 + 𝐵2 …𝐵𝑚−1 are the time period taken by the network to construct an edge so 𝐵𝑖  is nothing but 

the sojourn times of 𝑋(𝑡). 

Thus for any permutation  𝜚 =  𝑒1 + 𝑒2 + 𝑒3 + ⋯ + 𝑒𝑚 , we define 

𝐸0 = 𝜙, 

                            𝐸𝑖 = 𝐸𝑖−1 ∪  𝑒𝑖 , 1 ≤ 𝑖 ≤ 𝑚 , 𝜆 𝐸𝑖 =  𝜆 𝑒 ,

𝑒𝜖𝐸

   

let us consider a critical number of  𝜚  denoted by  𝜂 𝜚 = 𝑚𝑖𝑛𝑖{𝜙 𝐸𝑖 = 1}, then by using general theory of 

markov process [14] we can easily see that  

                                           𝑃 ℛ =  𝜚 =  
𝜆 𝑒𝑙 

𝜆 𝐸𝑙−1 
.

𝑚

𝑙=1

                                                     (8.1) 

All the sojourn times 𝐵0, 𝐵0 + 𝐵1, 𝐵0 + 𝐵1 + 𝐵2, …  , 𝐵0 + 𝐵1 + 𝐵2 + ⋯ + 𝐵𝑚−1 are independent and follows 

exponential distribution with parameter 𝜆 𝐸𝑖 ,  if conditional on   ℛ =  𝜚  and we also know that the probability 

that every edge is in operative condition at time 𝑡 = 1 is denoted by 𝑃𝑒 . Thus the reliability of network at time 

𝑡 = 1 is exactly same as in case of equation (3.3). Therefore, after conditioning on  ℛ =  𝜚  at time 𝑡 = 1 and 

using equation (3.3) we get, 

                    rel p = E ϕ x(1)  =  P[ϕ x 1  = 1|ℛ =  𝜚]

𝜚

P ℛ =  𝜚 ,                  (8.2) 

and the unreliability of the above equation is given by 

              unrel q = 1 − rel p =  P ℛ =  𝜚  P ϕ x 1  = 0 ℛ =  𝜚 .

𝜚

                     (8.3) 

We can rewrite the above equation in terms of convolution [5], by making use of the definitions of 𝐵𝑖  and  𝜂 𝜚 , 

Thus for any time 𝑡 ≥ 0, we have 

P ϕ x 1  = 0 ℛ =  𝜚 = P 𝐵0 + 𝐵1 + 𝐵2 + ⋯ + 𝐵𝜂 𝜚 −1 > 𝑡 | ℛ =  𝜚                              

= 1 − 𝐂𝐨𝐧𝐯
1≤i≤𝜂 𝜚 

 1 − exp −λ Ei t  .                                                                (8.4) 

If we let the above equation as under 

P ϕ x 1  = 0 ℛ =  𝜚 = Ζ(𝜚) 

Then the equation (8.4) can be rewrite as  

unrel q =  P ℛ =  𝜚  Ζ 𝜚 

𝜚

, 

                                             ⇒ unrel q = 𝔼 Ζ ℛ                                                                 (8.5) 
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Equation (8.5) shows the working of PMC simulation and if we consider ℛ(1),ℛ(2), …, ℛ(𝑁) be independent and 

identically distributed random permutations each distributed accordingly ℛ, then 

                                              unrel  q =
1

N
  Ζ  ℛ 𝑖   

N
i=1                                                        (8.6) 

is an unbiased estimator for unrel q  where each Ζ  ℛ(𝑖)  can be calculated as the convolutions of exponential 

functions and its variance is given by 

𝑉𝑃𝑀𝐶  𝑝 = 𝐸 Z2 ℛ  −  𝐸 Ζ ℛ   2 =
1

𝑁
   P ℛ =  𝜚 2 Ζ 𝜚 

𝜚

−    P ℛ =  𝜚  Ζ 𝜚 

𝜚

  

2

                         (8.7) 

On comparing the equation (8.7) with equation (6.2) we get 

                            𝑉𝐶𝑀𝐶 𝑝 = 𝑉𝑃𝑀𝐶  𝑝 +  P ℛ =  𝜚  Ζ 𝜚 𝜚  1 − Ζ 𝜚                         8.8   

We can easily seen that the variance of PMC is much lower than CMC and hence has greater accuracy as 

compared to CMC but at the expense of more complex computations. 

 

9. Network reliability estimation using CMC and CMC-CE Method 

Here we use the concept of Construction process framework [10] to completely apply the application of CE to 

CMC. In simple words, we sample up the time of each state instead of sampling the Up and Down state of 

individual edges. In others words, we can say that our network is working at time t=1, and this probability is 

known as network reliability and failed at time t=0. Here we consider all edges are independently distributed so 

that we can maintain the features of CMC. In other words, we can simply transfer the original problem of 

estimating unrel q  which involves independent Bernoulli random variable 𝑋1, 𝑋2, … , 𝑋𝑚    in to an estimating 

problem involving exponential distribution having random variables 𝑌1 ,𝑌2, … , 𝑌𝑚  , here we specifically consider 

a time dependent system so that at time 0 all the edges are failed and are under repair. 

Therefore,  𝑌𝑖~𝐸𝑥𝑝(𝜇−1) where 𝜇 =
1

𝜆(𝑖)
= −

1

𝑙𝑜𝑔  𝑞𝑖
 be the independent repair times of the edges, therefore by 

definition  𝑃 𝑌𝑖 ≥ 1 = 𝑒
−

1

𝜇 𝑖 = 𝑒𝑙𝑜𝑔  𝑞𝑖 = 𝑞𝑖  ,        𝑖 = 1,2,… , 𝑚 

Now for each 𝑌 =   𝑌1, 𝑌2,… , 𝑌𝑚  , let 𝐿 𝒚  denotes the time at which our network is in working condition that 

means all terminals are connected, then we write 

                                               unrel q = P 𝐿 𝒚 ≥ 1 .                                                              (9.1) 

Here we write estimation of unrel q  in standard rare event formulation so that we can easily apply the CE 

method by taking 𝜏 = 1,𝑛ow we know by using the definition of cross entropy we need a reference parameter 

so instead of taking sample from 𝐸𝑥𝑝(𝜇𝑖
−1) , we take our sample for each 𝑖 from 𝐸𝑥𝑝(𝑢𝑖

−1) where the vector 

𝒖 = (𝑢1, 𝑢2,𝑢3, …𝑢𝑚 ) is our reference parameter. Now our main problem is to construct a sequence of pair 

{(𝒖𝑡 , 𝜏𝑡)} in such a way that that our reference parameter 𝒖𝑡  converges very close to the optimal CE reference 

parameter and 𝜏𝑡  finally reaches one. 

Now starting with 𝑢0 =  𝜇 =  𝜇1 ,𝜇2 ,𝜇3 , …𝜇𝑚  , at each iteration t, we draw an ordered random sample 

 𝑌(1),𝑌(2),… ,𝑌(𝑁) from probability density function 𝑓(. , 𝑢𝑡−1) of  𝒚 and update the parameter 𝜏𝑡  using equation 

(2.6) and the reference parameter 𝒖𝑡  using equation (2.8), which in this case has analytical solution 

                                        𝑢𝑡 ,𝑗 =
 𝐼 𝐿 𝑌(𝑖) ≥𝜏 𝑙𝑅 𝑌(𝑖);𝜇, 𝑢 𝑡−1 𝑌(𝑖)𝑗

𝑀
𝑖=1

 𝐼 𝐿 𝑌(𝑖) ≥𝜏 𝑙𝑅 𝑌(𝑖); 𝜇, 𝑢 𝑡−1 
𝑀
𝑖=1

,                                   (9.2) 

Where 𝑙𝑅 is the likelihood ratio such that 

           𝑙𝑅 𝑌;𝜇, 𝑢 =  
𝑓(𝑦𝑗 ,𝜇𝑗 )

𝑓(𝑦𝑗 , 𝑢𝑗 )
= 𝑒𝑥𝑝 − 𝑦𝑗  

1

𝜇𝑗
−

1

𝑢𝑗
 

𝑚

𝑗=1

  
𝑢𝑗

𝜇𝑗

𝑚

𝑗=1

.                            (9.3) 

After 𝜏 𝑡  approaches 1 we estimate our result using Importance sampling Technique (IS) as 

                               𝑢𝑛𝑟𝑒𝑙  𝑞 =
1

𝑁1
 𝐼 𝐿 𝑌 𝑖  ≥𝜏 𝑙𝑅 𝑌 𝑖 ; 𝜇, 𝑢 𝑊 

𝑁1

𝑗=1

                                          (9.4) 

Where W is our last iteration. 

 

10. Illustration: Simple Network Diagram (SND), CMC and CMC-CE. 

Consider the simple network diagram as shown in figure 2, suppose our nominal parameter is given by 𝜇 =
 ( 0.3,   0.1, 0.8,   0.1,   0.2 ), equally we can say that  𝑞 = (3.57 𝑒−2, 4.54 𝑒−5, 2.87 𝑒−1, 4.54 𝑒−5, 6.74 𝑒−3),  

the exact network unreliability of our SND given by equation (6.5) is 7.0787 𝑒−5 and the results of our 

simulation is given by Table1. In both the schemes CMC and CE-CMC, initially we take a sample of N=2000 

with rarity parameter 𝛿 = 0.01 and at final stage a sample size of 10
6
 is used. We can easily see from the Table 
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1, the CMC-CE provide much better result as compared to CMC approximately 98% reduction in variance and 

the estimate is very close to the actual value. Table 2 shows that the algorithm stopped after 2 iterations. We 

noticed that tilted the parameter mincut elements to higher value and lower for the rest of element. 

 

Table 1. Result of CMC and CMC-CE. 

Scheme 𝑢𝑛𝑟𝑒𝑙 (𝑞) 𝑅𝐸  𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒  

CMC 

CMC-CE 
6.1011𝑒−5 

6.9912𝑒−5 

 

1.2803 𝑒−1 

1.6777𝑒−2 
 

6.0996 𝑒−11 

1.35494 𝑒−12 
 

True 𝑢𝑛𝑟𝑒𝑙 𝑞  7.0787𝑒−5 

 

  

 

Table 2. Convergence of the parameter. 

T 𝜏 𝑡  𝑢 𝑡  

0 

 

- 

 

0.3 

 

0.1 

 

0.8 

 

0.1 

 

0.2 

 

1 

 

0.6856 

 

0.7895 

 

0.2486 

 

1.4172 

 

0.1371 

 

0.7709 

 

2 1.0000 1.1285 

 

0.2152 

 

1.5740 

 

0.1191 

 

0.9741 

 

 

11. Cross Entropy and Permutation Montecarlo method (PMC) 
Here in that case we apply the application of CE to the PMC and try to estimate the reference parameter using 

CE method instead of using the nominal parameter. Now we have to define the space of permutations, basically 

the space of permutations can be defined in so many ways but here in this chapter we use ℛ is from exponential 

distribution and ℛ is a function of Y so we generate a random sample 𝑌1,𝑌2 ,… , 𝑌𝑚  independently according to 

𝑌𝑖~ 𝐸𝑥𝑝(𝜇−1), and orders the 𝑌𝑖 ′𝑠 in such that 𝑌ℛ1
≤ 𝑌ℛ2

≤ ⋯ ≤  𝑌ℛ𝑚
. then we take ℛ 𝑌 = (ℛ1, ℛ2, …ℛ𝑚 ) as 

our random permutations.  

Here we can express our network unreliability in terms of equation (8.5)  

                          unrel q = 𝔼𝜇  Ζ(ℛ Y ) = 𝔼𝜇  Λ Y  .                                         (11.1) 

Where Λ Y  is redefined as Ζ(ℛ Y ) in case of equation (8.5).  

here we use the same concept as used before in this paper that for change of measure we choose different 

parameter 𝑢𝑖  instead of using nominal parameter 𝜇𝑖 , where the vector 𝒖 =  𝑢1, 𝑢2,𝑢3, …𝑢𝑚   is still our mean 

repair times, the only change in that case is regarding estimate of rare event i.e. instead of using the estimate of 

rare event  P 𝐿 𝒚 ≥ 1  we use the estimate of small expectation 𝔼[Λ Y ]. The analytic solution is given by 

(2.8) and is given by 

                             𝑢𝑡 ,𝑖 =
 Λ Y(k) 𝑙𝑅 𝑌(𝑘);𝜇,𝑢𝑡−1 𝑌(𝑘)𝑖

𝑁
𝑘=1

 Λ Y(k) 𝑙𝑅 𝑌(𝑘);𝜇, 𝑢𝑡−1 
𝑁
𝑘=1

,                            (11.2) 

Where 𝑌(𝑘)𝑖  is the i
th

 value of 𝑌(𝑘). Let us define a smoothing parameter 𝛽 which blend the old estimate with the 

new ones, to improve the convergence in random sampling, then the new parameter vector for the next iteration 

is given by 𝑢 𝑡 = 𝛽𝑢𝑡 +  1 − 𝛽 𝑢𝑡−1. 

 

12. Illustration: Simple Network Diagram (SND), PMC and PMC-CE 

Here we return to the SND and use the same nominal parameter 𝜇 =    0.3,   0.1, 0.8,   0.1,   0.2   and use CE 

reference parameter 𝛽 = 0.7, here we initially use the sample size i.e. N=2000 and at the final stage we use the 

sample size 10
5
. Now the table 3 shows the complete result that simple PMC method provide much better result 

as compared to CMC-CE, and was further improved by using the concept of CE in PMC. We also see that 

CMC-CE still has much higher variance, approximately 100 times the variance of PMC and PMC-CE. This 

shows that it doesn’t matters how much we improve the CMC simulation by using different schemes it still can’t 

match the performance of simple PMC sampling. Table 4 displays the evolution of optimal reference parameter 

and we stop the CE algorithm after 3 iterations. Again our algorithm shows more intention to mincuts element 

(1, 3, 5) and rest is treated as less important. 
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Table 3. Result for PMC and PMC-CE 

Scheme 𝑢𝑛𝑟𝑒𝑙 (𝑞) 𝑅𝐸  𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒  

CMC-CE 

PMC 

PMC-CE 

6.9912 𝑒−5 

7.0785 𝑒−5 

7.0786 𝑒−5 

1.6777𝑒−2 

1.3244 𝑒−3 

1.2096 𝑒−3 

1.3594 𝑒−12 

8.7893 𝑒−15 

7.3323 𝑒−15 

True 𝑢𝑛𝑟𝑒𝑙 𝑞  7.0787𝑒−5 

 

  

 

Table 4. Evolution of optimal reference parameter 

T 𝑢𝑡  

0 0.3 0.1 0.8 0.1 0.2 

1 0.3334 0.0891 0.9232 0.06921 0.2645 

2 0.3576 0.0752 0.8865 0.06156 0.2784 

3 0.3643 0.0582 0.8721 0.05921 0.2854 

 

13. Illustration: Complex Network Diagram , CMC, PMC, CMC-CE and PMC-CE 

In this section we take a complex network diagram consisting of 7 nodes and 10 edges as shown in fig.4. here 

we have to estimate the two terminal reliability from A to B using CMC, CMC-CE, PMC, PMC-CE and 

compare their results. The exact network unreliability is obtained by taking nominal parameter 𝑞 = 0.001, that 

is all the edges have same failure rate. so the true value is given by 𝑢𝑛𝑟𝑒𝑙 𝑞 = 0.99876  

 
Figure 5. Complex Network From node A to node B. 

 

Table 5. Simulation result of Complex network Diagram 

Scheme 𝛽 𝑢𝑛𝑟𝑒𝑙 (𝑞) 𝑅𝐸  𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒  

CMC 

CMC-CE 

PMC 

PMC-CE 

 

- 

1 

- 

0.1 

0.65341 

0.86501 

0.93688 

0.98931 

2.9923𝑒−5 

1.8534𝑒−7 

1.2144 𝑒−9 

1.9967 𝑒−9 

4.5293𝑒−3 

2.3353𝑒−5 

1.18271 𝑒−6 

2.4534 𝑒−8 

True 𝑢𝑛𝑟𝑒𝑙 𝑞   0.99876 

 

  

 

Here 𝛽 is our smoothing parameter and we take N=5000, we can easily seen that CMC performs very poor in 

that case. The CMC-CE has significant improvement over CMC but much far from actual result. Our PMC 

provide much better result as compare to CMC and CMC-CE and which can show further improved result with 

CE. 

14. Conclusion 

While dealing with Network Reliability, CE performs much better as compared to CMC, which can further be 

improved by using the concept of CE method. In this paper we introduced new technique PMC which can 

provide much better result as compared to the previous techniques and showed that CE method further improve 

PMC to provide much better result. Our examples show that as the network become complex our techniques 

perform better and better as compared to the previous techniques. 
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