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Abstract: With the massive increase in advancement and popularity of mobile devices, the need for mobile application 

has also increased. This paper deals with the design and implementation of the Home Security System for mobile 

devices that enables cell phones to provide essential security and alarm to our homes. The usage of mobile devices 
enables us to operate and control motion detectors and video camera with the aim of remote sensing and surveillance. 

The camera allows to stream live video and records it for future purpose. The proposed design integrates several sensors 

and IP camera which is controlled using mobile application. For instance, as soon as motion is detected, the camera 

initiate recording and application will let the owner know about the intrusion. The application can be accessed both 

from the mobile application as well as the browser. 

Keywords: Home security system (HASec). 

 
 

 Introduction 
With the kind of theft or vandalizing that happens nowadays, home security has become an important aspect 
to take care of. Earlier, people used to secure homes by using locks and keys whenever they are outside 
which can be easily broken without the knowledge of the owner.  Also, statistical data has revealed that a 
home without a security system is more prone to theft and vandalizing than the one which is fully equipped 
with a state-of-the security system. These facts have ensured the need of a good home security system which 
will reduce the chances of intrusion and can protect both life and property 

With the advancement of technology the home security system has improved a lot and reached another level 
where one can easily operate and control the operations from remote areas. Several types of research have 
been conducted to provide home security and monitoring using Web cameras [1] following which 
information is delivered to the owner's phone. There is a lot of research which is conducted using wireless 
sensors [2-5] and GSM towards theft and also leakage of gas and fire too. These researches have also 
included Arduino Atmega Microcontroller which controls all the other sensors and circuitry which ensures 
security and safety of home.  

In past years, smart security and home automation have been developed at a great level. However, the needs 
differ from time to time with different purpose and targets of protection. So according to the current demand 
and threats we have created a low-cost home security system which consists of temperature sensor, humidity 
sensor, PIR sensor, Wi-Fi-module, and Web camera. PIR sensor detects when the line of sight is cut by any 
person and change is seen in infrared energy. So along with this, the Temperature sensor is also employed 
which measures the surrounding temperature change when someone has entered[8].  

The proposed home security system has also used the capabilities of smart phones by designing and 
implementing a mobile application for Android phones which can be also accessed through a web browser 
when required.  HASec also incorporates several devices, user interface, and mobile software. For example, 
as soon as the motion is detected by the PIR sensor, notification is sent to the owner's mobile application 
which alarms them about the mishappening that takes place. The proposed model is both low cost and user 
interactive as the owner can easily access with mobile application and act accordingly. The entire system has 
been developed using Arduino Uno Microcontroller, PIR sensor, DHT11 Temperature, Humidity sensor, 
Web Camera and Wi-Fi module[7]. The main goal of the HASec system is to provide an integration of both 
low-cost and widely available system having user-friendly installation and interface which leads to greater 
adoption as well as usage.  

 Literature Survey 
 In this section, the latest Home based Security detection technologies have been discussed.  

Research [2] has been conducted where a home security alarm system is constructed using sensors and GSM 
which consumes low power. The sensors  used in the system detects fire, theft, and leakage of gas. As soon 
as the detection happens a message is sent to users device using GSM. The main component of the research 
paper are used single chip C5081F310, wireless receiving and sending chip CC1100 as well as the SIEMENS 
TC35 GSM module and the system software was developed in C51 language.  

 More research [3] has been conducted on the same model where home security is done using Sensor, 
Atmega Microcontroller, buzzer and relay using which control of appliance can be done. In this particular 
research IR sensor is used which detects the presence of an intruder at home and as soon as it detects the 
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presence a signal is sent to the microcontroller which reads the status of the sensor. After getting the status 
the controller switches the keypad and LCD panel. The LCD panel then allows the input from the person 
where a proper password is needed for entering the house and accordingly a message is sent to the user's 
mobile phone.  

 One of the research[6] has shown an architecture of Smart home security system where internal and external 
network is connected are connected such that they can communicate easily. All the alarm data is sent to the 
cloud server. The communication model consists of wireless sensor networks which have three layers: Client 
Sensor(Base Layer), Data collector (Middle Layer) and Data Centre(Top Layer). The connection between 
component is done through wireless routings, like the connection between Base Layer and Middle Layer, 
Middle layer and Top Layer. Therefore, a three-layer smart security system is built For Smart Home Security 
where the data is sent to the cloud server and accordingly user takes the control of appliances.  

Similarly, research[7] has been conducted where Home Security System incorporates devices, mobile 
application, cloud and user interface. The model has several sensors for detection of motion, fire, humidity, 
gas leakage, cameras for remote viewing and recording. A server is required for data storage and mobile 
application for the communicating between sensor and server. In this research the whole security system  is 
implemented as a client-server model where the server is located in the cloud and device is used as a client . 

System Design 

 The system which we have built for the security of Home and monitoring purpose consists of sensors, web 
camera and Blynk application with the help of which the user can make smart decisions. DHT 11 humidity 
and the temperature sensor are used which detects the rise in temperature as soon as it reaches above its 
threshold value. 

 Similarly, PIR sensor is also incorporated which detects the motion if the owner is not present in our home. 
The model also has an MQ2 gas sensor for sensing gas leakage and a web camera for live streaming and 
recording for future use. All the data is then sent to the microcontroller which further sends it to the owner 
through the blynk   application . 

 

Figure1- System Design 

A. Hardware Design 
 

        The hardware of the system mainly comprises the sensor section, control unit, network module, and power     
 supply. 

 

Figure1. Hardware Design of the Home Security model 

http://www.csjournals.com/


IInntteerrnnaattiioonnaall  JJoouurrnnaall  ooff  EElleeccttrroonniiccss  EEnnggiinneeeerriinngg  ((IISSSSNN::  00997733--77338833))  

      VVoolluummee  1111  ••  IIssssuuee  22    JJuunnee  --  DDeecc  22001199            pppp..  1188--2244            wwwwww..ccssjjoouurrnnaallss..ccoomm 

 

 

Page | 20 

 

B. Microcontroller 

The design is made on a microcontroller device, embedded in an Arduino System module. Atmega 328 

microcontroller is used through which all the sensors are controlled and monitored. Arduino is an open-

source electronics, prototyping, computing platform using which a system is developed. In this model, 

Atmega 328 microcontroller is used which is simple, low-powered, low-cost whose implementation is done 

on the Arduino Development platform such as Arduino Uno Models[9]. The circuit board consists of 

ATmega 328, digital and analog pins and other peripheral components. The integrated development (IDE) 

runs on a computing device where C is used as a programming language. 

        

 The proposed system is manufactured by Atmel which has I/O peripheral, timers, PWM and different types 

of memories such as Flash memory, RAM and EEPROM help to execute the functions of Atmega. The 

device is programmed on a wide range of libraries which are coded with C++.   

C.  PIR Sensor 

 PIR sensor is one of the important components of the HAsec as it detects the motion of an intruder. It 

senses motion and detects when an intruder comes in its range. These sensors are made up of pyroelectric 

sensors and are small in size, low-cost, low-power which are quite easy to use. PIR sensors basically detect 

the level of infrared radiations. The temperature in the surrounding is constant but a soon as any human 

body passes then there would be a change in the temperature level and infrared radiation, hence it detects 

human presence and further sends the data to the microcontroller. It is basically used in home security, 

home automation, and industrial automation. 

D. Temperature and Humidity Sensor 

 DHT22 is a multifunctional sensor which the information about temperature and humidity at the same time. 

These sensors have the capability of measuring both humidity and temperature and provides an accurate 

digital output. It is a low-cost sensor which has a thermistor in it to measure surrounding air and accordingly 

gives a digital signal. It gives a reliable reading when the temperature is between 0°C and 50°C and 

humidity is between 20%RH and 90%RH with an accuracy of ±5%. 

E. Wi-Fi Module 

The Wi-Fi module is connected to the microcontroller to communicate with the blynk application or to 

create an access point for our devices. It is has integrated wireless SOCs which is designed for power 

constrained mobile platforms. It provides self-contained Wi-Fi networking solution , it is also used to host 

application. ESP8266 also integrates the antenna switches, RF balun,  power amplifier.  

F.  IP camera 

 An Internet Camera is a digital video camera which receives data and sends image data via the Internet 

which are commonly used for surveillance. It is two-way audio via a single network cable which allows 

users to listen and speak to the subject of the video. It secures data transmission through encryption and 

authentication methods such as WPA or WPA2. It has a better image resolution typically four times the  

resolution of an analog camera.  Some IP cameras require the support of a central network video recorder 

(NVR) to handle the recording, video and alarm management. 

G. Software Design 

The programming of Home Security system is developed on Arduino IDE platform by using embedded C 

programming . For further execution it is then burnt into Atmega Microcontroller.  

 

Implementation 

The implementation of Home monitoring and Security system is done using, ATMEGA328 microcontroller, 
PIR sensor to detect motion of the intruder , DHT22 Temperature-Humidity Sensor to detect temperature & 
humidity change in the room, Fire sensor to detect fire so as to avoid accidents, Wi-Fi module for alert 
notifications , also a wireless camera is used for live streaming. 

The notifications regarding temperature & humidity change, motion detection of intruder& fire detection is 
sent to the owner's mobile phone through Blynk app and live streaming to see who is the intruder is done 
through an application i.e. V380 Pro. 

The ATMEGA328 microcontroller is connected with PIR sensor for detection of any motion when the line of 
sight cut and with the humidity & temperature sensor for detecting the change in room temperature& 
humidity based on present value. Also, the ATMEGA328 microcontroller is connected to the fire sensor for 
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detecting fire. In addition, the ATMEGA328 microcontroller is connected to the Wi-Fi module for sending 
alert notifications to the user's mobile phone.  

To demonstrate our Home monitoring and Security system, we ask someone to pass by PIR sensor which 
cuts the line of sight and accordingly the notification will be displayed on the user's mobile phone as an alert. 
Also, we will keep a burning matchstick near fire sensor and accordingly the notification will be displayed on 
the user's mobile phone as an alert. By giving power to the Wi-Fi camera we can see the 360degree view of 
the palace where the camera is kept. 

A.  Camera operation and home security  

HASec provides user the easiness to choose the type of video capture device. The IP camera provides live 
streaming. The combination of home automation and home security under one platform is user-friendly and 
can be accessed easily. The customization of the network sensor model with camera and application 
strengthens the whole security system. The control of all the appliances is done through blynk application. 
For instance, the detection of an intruder can be accessed through a web camera which makes better security. 
The application and whole network sensor model can be enabled and disabled as per the requirement of the 
user.  

B. Mobile Application 

The mobile application which we have used is made on the Blynk platform. The application stores all the 
data in the cloud server, data sent to the microcontroller is directly sending to the server which gets notified 
to the user as shown in the figure. 

 

Figure2. Mobile Application 

Range of the Model 

 The model which consists of  all the sensors i.e. PIR,  temperature and humidity which is placed in the 
middle of the property or the house especially near the kitchen area where gas is likely to be leaked. The 
model is placed on the ceiling of the room and covers almost all area of the house including the washrooms 
and other rooms. The thickness of the Range lines shows the sensitivity and effectiveness of the sensors in 
that area. In order to get the same amount of efficiency further future modifications can be easily done by 
making the model move all around the place using a track and wheel system in the ceiling itself. This 
movement will be done by the model automatically when there is no one in the house by using an extra PIR 
sensor to sense motion. 

 

Figure3. Range of the model 
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Result and Output Analysis 

 The project when implemented produces various outputs using various inputs from the sensors which are 
shown in the table 1. 

Table 1. Result when sensors are detected 

INPUTS  OUTPUT 

1. PIR SENSOR  If it detects motion in the house then a notification 

goes to the controller and also on the app. 

2. DOOR MOTOR If any motion is detected in front of the house or an 

unexpected guest has arrived so to welcome them 

the door may open and also close from the app. 

3. FIRE SENSOR If the temperature of the house rises above 40 

degrees then an alarm is activated by the controller 

and a message is sent to the owner through an app   

4. HUMIDITY 

SENSOR 

If the humidity rises in the room and if it becomes 

uncomfortable to the guest. So accordingly the 

windows and the air conditioning can be 

operated(which is included in the future 

development).  

5. IP CAMERA  If any notification from the system is notified to the 

user and the user wants to see the live video of his 

house he can easily do it. Also, he can listen to the 

noises in the house and also he can communicate 

using the in-line microphone and speaker.  

 

The notifications are received through blynk application when the sensor crosses its threshold value and are 
notified as shown in the following figures. 

 

 

Figure – Notification when humidity is detected 
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Figure- Notification when fire is detected 

 

Fig- Notification when motion is detected 

 

 

Figure- Live streaming of camera 
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Conclusion 

We have developed a network sensor model called Home Security System which is both user-friendly and 
low-cost. We have accomplished this through reliable, cheap sensors and device which are easily available in 
the market.  HASec allows the owner to use mobile application which can control all the appliances. It can 
also be accessed by any web browser from remote areas. 

. 
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