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Abstract: In recent years the need for the effective and secure communications in both wired and wireless networks is
becoming important. Cryptography provides a method for securing and authenticating the transmission of information
over insecure channels. Advanced Encryption Standard (AES) is commonly known as the standard for symmetric key
encryption. Hash functions are used as major blocks in numerous cryptographic applications. Many hardware based
implementations of Encryption and Hash functions have been proposed on separate architecture. This paper presents
literature study of various AES Encryption and Whirlpool Hash function architectures. It is also recommended that AES
and Whirlpool have a similar structure of the operation. So this Encryption and Hash function can be combined into a
single dynamically reconfigurable cryptographic architecture which requires less area and power than that of separate
Encryption and Hash Function.
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1. Introduction

With the arrival of high speed and easily accessible computers, there has been an increase in demand for
effective methods to protect data despite what processing power an adversary may possess. [8] Some of the
ancient cryptographic methods, such as DES, does not have a large enough key space to lend themselves to
applications where high security is needed. To overcome this situation, A design proposed by Joan Daemon
and Vincent Rijman, was the method that was selected, which they called Rijndael.

The Rijndael algorithm, which is known as the Advanced Encryption Standard (AES).It provides a
symmetric key cryptography that allows for the encryption and decryption of fixed size(128 bit )blocks of
data [11,12]. As a symmetric system, in order for communication to be possible, the secret key must be
shared between the sender and receiver.
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Figure 1. Block diagram of AES algorithm

The Rijndael algorithm was implemented using a 128-bit plaintext data and 128-bit key which produces
128-bit ciphertext [21]. It operates on the 128-bit data in 10 rounds [20]. Each round consisting of several
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mathematic operations designed to obscure the data., a key expansion algorithm is used, in order to
accommodate the several rounds using a single 128-bit key [22]. The major four steps involved in each
round of encryption are as follows:

ShiftRow
Subbyte
MixColumns
AddRoundKey

HowppE

The present value for the system is stored in the system state throughout the steps of encryption [25]. The
system state begins with the contents of the plaintext of 128-bit variable, and ends with the ciphertext
contents .One round of encryption operation is shown in Fig.1.

[3,1]The Whirlpool Hash Algorithm is a 512-bit hash function designed by Vincent Rijmen and Paulo
S.L.M. Barreto. It employs a symmetric key block cipher based on AES, which is known as the Whirlpool
Cipher. The Whirlpool uses block cipher for the compression function. The block cipher W shown in Fig.2
will perform the operation same as that of AES. Whirlpool hash function produces Variable length of inputs
into fixed length of irreversible output [5].

The encryption algorithm involves the use of four different functions, or transformations which are used in
each round are:
1. Shift Columns (SC)

2. Substitute Bytes (SB)
3. Mix Rows (MR)
4. Add Key Round (AK)
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Figure. 2. Structure of whirlpool Hash function

2. Subbyte Transformation

In Subbyte transformation step the 16 input bytes are substituted by looking up a fixed table (S-box)[10,24].
The result is in a matrix of four rows and four columns for AES (128 bit) and eight rows and eight columns
for Whirlpool Hash (512 bit). The S-box table varies for both AES and Whirlpool, but the implementation
is same. Various architectures are available to implement S-box. Some of them are mentioned below.

2.1. Parallel S-Box

In Subbyte implementation, (16 x 16) S-box are used and these S-box involves the largest computation
complexity in AES encryption process [19,16]. By applying pipelining and parallel processing technique
higher throughput can be achieved in S-box. However it is difficult to apply the pipelining technique in
LUT based S-box. So higher throughput can be achieved using parallel processing technique in S-box. In
Subbytes round Each byte in State is replaced by the element in S-box LUT. In order to increase
thethroughput sixteen S-box are divided in to eight groups. Each group consists of two bytes. All the eight
groups are processed in parallel. Thereby effective execution delay of the Subbyte transformation round is
decreased. Hence, the overall throughput of AES is increased.
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2.2. DSE S-box

The idea is to use an onehot decoder to convert S-box inputs into onehot representation is shown in Fig.3
[17].The wire permutations are done as a nonlinear operations in lightweight cryptography algorithms.
After that, the S-box output in onehot encoding is converted back into the original. it minimizes the activity
inside the S-box circuit. So, DSE S-Box can reduce the power consumption. After decoding state, only one
signal changes its value to go to the encoding state. The most of the Area is reduced because of the size of
encoder and decoder circuits.
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Figure 3. Structure of DSE S-box

3. Shift Row/Column

The Shift Rows step operation is the rows of the state in AES encryption. It cyclically shifts the bytes in
each row by a certain manner. For AES, the first row remains constant. Each byte of the second row is
shifted by one to the left [18]. Similarly, the third rows are shifted by two and fourth rows are shifted by
three. For blocks of sizes 128 bits and 192 bits, the shifting pattern is the same. Row m is shifted circular
left by m-1 bytes. In this way, each column of the output state of the Shift Rows step is composed of bytes
from each column of the input state [8].

For Whirlpool the block size is 512 bits .Here the Shift operation is done in column wise. The shift column
is done by downward circular shift of each column of State matrix except the first column. A one byte
downward circular shift is performed for the second column. A two byte downward circular shift is
performed for the third column and so on.

4. Mix Column/Row

In AES each column of bytes are transformed using a special mathematical function [8,2]. This function
takes as input the four bytes of one column and outputs four completely new bytes, which replace the
original column. The result is another matrix consisting of new bytes. This step is not performed in the last
round.

Whereas in Whirlpool hash function mix rows achieves diffusion within each row individually. Each byte
of a row is mapped into a new value that is a function of all eight bytes in that row. This step also
performed in the last round unlike AES.

4.1. Eight stage Parallel Mix Column

In AES encryption process within a single loop, Mix Column transformation produces 60% of execution
delay[19]. So, throughput of the AES Encryption can be increased by introducing the parallelism in Mix
Column transformation. Sixteen 2 bytes MixColumn-16 can be replaced by eight 2 bytes. At a time each
MixColumns-2 processes only 2 bytes than processing a whole data block. So eight stages of MixColumn-2
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are used in parallel to do the computation. As a result, Parallel Mix Column implementation increases
throughput. In Mix Column the matrix multiplication is done. In 8 stage parallel Mix Column all the 128-bit
data are seperated in to 8 groups. All the 8 group has two bytes and all the bytes are computed as parallel.

5. Key Expansion

The 16 bytes of the matrix are considered as 128 bits of plain text and are XORed to the 128 bits of the
round key. If this is the last round then the output is the ciphertext. Otherwise, the resulting 128 bits are
interpreted as 16 bytes and we begin another similar round [8].

5.1 AES Key Schedule Using Look-Ahead Technique

The initial 128-bit key is considered as four 32 bit words W0, W1, W2 and W3. An iterative algorithm
computes the remaining 40 words each of length 32-bits using the following algorithm for ten rounds.

W4k = RW(W'4k—1) @ RC @ W4k—4 (1.1)
W4k+1 = WAk @ W4k—3 (1.2)
Wak+2 = Wak+1 @ W4k—2 (1.3)
W4k+3 = Wak+2 @ Wak—1 (1.4)

In this Section, the proposed approach for generation of round keys for decryption is given [13]. Consider
the first four rounds (k = 1,...,4) for which, using conventional approach, from (1.1)—(1.4),after
simplification (for k=1,...,3)

W7 = RW(W3) & Al (2.1)
W11 = RW(W7) @ A2 (2.2)
W15 = RW(W11) @ A3 (2.3)
Where,
Al=RC1 6 Al (3.1)
A2=RC2 & A2 (3.2)
A3=RC3 & A3 (3.3)

Note that A1= W0 @ W1 @ W2 @ W3, A2= W1 @ W3, A3=W2 @ W3
Following in a similar manner, for the remaining rounds k= 4-10, W19, W23,...,W43 can be calculated
using the general expression

W4k+3 = RW(W4k-1) BAK 4
Ak = RCHAK' (5)
Ak'= W4k-13 fork=4...10 (6)
Thus, the words W7, W11,W15, . ... W43 can be obtained from the given 128-bit keyWo0, W1, W2 and

W3 using (2)—(6) without needing to compute all the intermediate words. Further, Ak as needed in (2.1)-
(2.3) and (5) for k = 1,..., 10 can be computed in parallel with the SBox look-up (used to obtain W4k—1
from W4k—1) so that the critical path for each of these ten steps is SBox+XOR. The word W4k+2for k = 1—
10 from the already available words W4k—1 and W4k+3 can be computed as follows:

W4k+2 = Wak+3 @ Wak—1 (7)

The words W4k and W4k+1 can be obtained using (1.1) and (1.2) respectively. It can be seen that W4k can
be obtained after one EXOR delay after RW (RotWord) (W4k—1)is available since W4k—4@RC can be
computed beforehand. Thus, W4k and W4k+3 are availablesimultaneously.Next,W4k+2 andW4k+1 can be
obtained after one EXOR operation as given by (7) and (1.2). This, however, can take place concurrently
with the first stage execution of next round key computation unit. Thus, all the round keys are available
after a delay of 10(S—BOX + XOR) + XOR.

6. Comparison of AES and Whirlpool
The comparison of both AES and Whirlpool hash function is shown in Table 1.

Page | 266



I{EE& International Journal of Electronics Engineering (ISSN: 0973-7383
' Volume 11 « Issue 1 pp. 263-268 Jan 2019-June 2019  www.csjournals.com

Table 1: Comparison of AES and Whirlpool Hash

WHRLPOOL AES
Block size(bits) 512 128
Key size(bits) 512 128,192,256
Matrix structure Row based mapping Column based mapping
No. of Rounds 10 10
Key Expansion Same as W round function Dedicated Key expansion algorithm
SBox Recursive structure Multiplicative inverse in GF(28)
+ affine transformation
Shift Operation Column wise shift Row wise Shift
Mix Operation Right multiplication by 8x8 circulant | Left multiplication by 4x4 circulant
matrix matrix
Addround constant Successive entries of the S-box for 10 | 32 bit round constant for ten rounds
rounds

From the above analysis, it is observed that Key Expansion is same for both AES Encryption and Whirlpool
Hash function whereas the other blocks in Whirlpool differ slightly from that of AES as mentioned below
[6]. Subbyte Transformation step is similar for both AES and Whirlpool except that of (16 X 16) S-box
values stored in the LUT will vary [4].

e  Shift operation in AES takes place row wise whereas in Whirlpool it is done in column manner.

e Mix column step in AES multiplies the input with constant matrix ([I] x [C]), but in Whirlpool
constant matrix is multiplied with the input ([C] x [I]) and hence it is termed as Mix row. Constant
Matrix also different for both AES and Whirlpool.

7. Conclusion

In this article various AES and Whirlpool architectures are analyzed and observed that both have similar
operation. So, they can be combined for security applications which require the use of both Encryption and
Hash function. The combined architecture of AES encryption and whirlpool hash function requires less area
and power compared to the individual architecture of AES and Whirlpool hash algorithm.
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