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Abstract: Security is an important issue in information and communication fields as it protects information and
data from unauthorized access. In order to provide perfect security, the user and the device connected to data
and communication network must be authenticated. The protection of data from threats and attacks can be
achieved by cryptography. It provides techniques, mechanisms, and tools for private and authenticated
communication, and for performing secure and authenticated transactions over internet. All networked
computers and devices must have cryptographic layers implemented, and must be able to access to
cryptographic functions in order to provide security features. In this paper, various techniques for cryptography
have been reviewed, based on conference key establishment, mutual authentication and session key exchange,
session key distribution, and key management.
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Introduction

In cryptographic terminology, the message is called plaintext. Encoding the contents of the message in such a
way that its contents cannot be unveiled by outsiders is called encryption. The encrypted message is called the
ciphertext. The process of retrieving the plaintext from the ciphertext is called decryption. Encryption and
decryption usually make use of a key and the coding method use this key for both encryption and decryption.
Once the plaintext is coded using that key then the decryption can be performed only by knowing the proper key

[2].
Different techniques are used for data encryption and decryption based upon key which are as follows:

A. Symmetric Cryptography

If sender and recipient use the same key, it is known as symmetric or private key cryptography. It is always
suitable for long data streams. Such system is difficult to use in practice because the sender and receiver must
know the key. It also requires sending the keys over a secure channel from sender to recipient.

The main concern behind symmetric encryption is how to share the secret key securely between the two parties.
If the key gets known for any reason, there can be threat to leakage of data. The key management for this type of
encryption is troublesome when a unique secret key is used for each peer-to-peer connection. The total number

of secret keys to be saved and managed for n-nodes will be n(n —1)/ 2.

B. Asymmetric Cryptography

If sender and recipient use different keys, it is known as asymmetric or public key cryptography. The key used
for encryption is called the public key and the key used for decryption is called the private key. Such technique
is used for short data streams and also requires more time to encrypt the data.

To encrypt a message, a public key can be used by anyone, but the owner having private key can only decrypt it.
There is no need for a secure communication channel for the transmission of the encryption key. Asymmetric
algorithms cannot be applied to variable-length streams of data. Asymmetric keys are also called a key-
exchange pair. Asymmetric encryption techniques are slower than symmetric techniques, because they require
more computational processing power.

To get the benefits of both methods, a hybrid technique is usually used. In this technique, asymmetric
encryption is used to exchange the secret key; symmetric encryption is then used to transfer data between sender
and receiver. It is easy to convert the private key into public key, but the reverse is very difficult.
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Il.  LITERATURE REVIEW

This section involves the work done by the various researchers in the field of cryptographic algorithm for data
security in wireless networks.

Cryptography has a long and fascinating history. The most complete non-technical account of the subject is
Kahn’s “The Code breakers” that include cryptography from its initial and limited use by the Egyptians some
4000 years ago, to the twentieth century where it played a crucial role in the outcome of both world wars (D.
Kahn, 1996).

Secured data transmission includes a conference key establishing scheme for mobile communications based
upon RSA (Ron Rivest, Adi Shamir, and Leonard Adleman) and congruence mechanism, proposed by Hwang et
al (1995), further was improved by Hwang (1999) to allow dynamic joining and leaving from the conference. It
was observed insecure against eavesdropping by Ng (2001), which overcomes Hwang’s weakness with a small
modification in the key establishing procedure between the conference bridge and the new participant. An
efficient conference scheme for mobile was also proposed by Yi Xun et al (2003) based on modular square root,
which was secure against eavesdropping, impersonating, and tracking attack that allows a participant to join/
leave dynamically. This scheme was found to be insecure against replay attacks; therefore, modified by Zhiguo
Wan et al (2006). In addition to security of conferences from various attacks, the conferees were prevented from
submitting fraud or invalid messages based on verifiable random number suggested by Liu et al (2009). Some
flaws were also observed in the schemes presented by Yi Xun et al (2003) and Z.G Wan et al (2006) and
modified by He et al (2012) using improved protocol based on High Level Protocol Specification Language
(HLPSL), and verified using the model checking tool Automated Validation of Internet Security Protocols and
Applications (AVISPA). Lou et al (2013) provides a scheme which illuminates the need of conference bridge or
interactive communication; thus it saved communication overhead.

Another method to protect data transmission includes the Mutual Authentication and Session Key Exchange
Protocols (MAKEPS) proposed by Park et al (1997) based on dynamic certificates to protect the session key.
Two MAKEPs were proposed by Wong et al (2001), namely server-specific and linear MAKEPs to reduce the
computational requirement of interaction between server and client. This scheme was observed insecured
against unknown key-share attacks by K. Shim (2003); thus modified using the identities of the sender and
intended recipient in the messages being encrypted. Some pitfalls were also observed in this scheme and
improved by Ng et al (2004). An authentication technique used for mutual authentication and session key
exchange for Global Mobility Network (GLOMONET) was introduced by Suzuki et al (1997). It was observed
insecured against various attacks and improved by Buttyan et al (2000). An RSA-based authenticated key
exchange protocol was also proposed by Zhu et al (2002) to be implemented on low-power devices by reducing
the computational complexity. This protocol was observed insecured against online password guessing attacks
by Her-Tyan et al (2003) and also explicit key authentication was not provided. Therefore, the session key
confirmation was provided in order to achieve the explicit key authentication and modified the protocol to
protect it from attacks. Further, improvement was done by Zhang (2005) to protect the session key from e-
residue attack. Hwang et al (2003) introduced a Self-encryption technique for both roaming services and regular
communication. This technique was further improved by Long et al (2004) in which the intervention of a
roaming user’s home network was mitigated for authentication between a visited network and the roaming user.
Hwang et al’s scheme (2003) was observed insecured against active and passive attacks by (Feng, 2006). Two
sets of MAKEPs were proposed by Jiang et al (2006) with anonymity property for roaming service using the
secret-splitting principle and self-certified scheme to hide the real identity of the mobile user in roaming
network environment. Another efficient authentication protocol with user anonymity was presented by Zhu et al
(2004) based on hash functions and smart cards using only symmetric encryption and decryption. Lee et al
(2006) modified this protocol further, by removing some weaknesses such as imperfect backward secrecy, no
mutual authentication, and risk of forgery attack, and thus the security and efficiency of the protocol was
increased significantly. The scheme failed to provide anonymity, and subsequently exposed the identity of a
mobile user to foreign agents. Wu et al (2008) improved it by providing protection against off-line guessing
attack and achieves anonymity. But Zheng et al (2009) and Lee et al (2009) evaluated that none of schemes
presented by Zhu et al (2004) and Wu et al (2008) provided anonymity. Mun et al (2012) also showed few
deficiencies in the scheme presented by Wu et al (2008) such as, failed to achieve anonymity and perfect
forward secrecy, and disclosing of legitimate user’s password. Hence, these deficiencies were improved in their
scheme. They also provided mutual authentication and resistance to man-in-the-middle attack. The scheme
presented by Zhu et al (2004) was observed to be vulnerable to a replay attack and two impersonation attacks.
Among these vulnerabilities, this scheme was insecured against the impersonation attack with smart card
security breach. So, He et al (2011) proposed a secure and light-weight user authentication scheme in which
mutual authentication with user anonymity was achieved and protected the key from various attacks. Li et al
(2012) observed that the scheme was vulnerable to eavesdropping attacks; therefore, treated as insecured and
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could not be used for real time applications. So, an enhanced version of user authentication scheme was
presented to provide user anonymity. It was also identified that the scheme introduced by He et al (2011) failed
to achieve strong two-factor security, and also suffered from domino effect, privileged insider attack and no
password change option, etc. An enhanced authentication scheme with privacy preservation based on quadratic
residue assumption was proposed by Jiang et al (2013) to achieve two-factor security and user untraceability.
This scheme was critically analyzed and showed that it was insecured against stolen-verifier attack and replay
attack. So, a new protocol was proposed by Wen et al (2013) which did not require the home agent to share a
static secret key with the foreign agent, and hence, it was more practical and realistic. The scheme presented by
Mun et al (2012) was carefully analyzed and showed that it was vulnerable to impersonation attacks, off-line
password guessing attacks and insider attacks, and did not provide user friendliness, user’s anonymity, proper
mutual authentication and local verification. So, a novel anonymous authentication scheme was proposed by
Zhao et al (2014) for roaming service in global mobility networks using elliptic curve cryptosystem to not only
protect the scheme from security breaches, but also emphasized the efficient features. It was reported that the
robust secure and effective anonymous authentication scheme proposed in this scheme was suffered from offline
password guessing attacks, impersonation attacks and privileged insider attacks. So, an efficient and secured
anonymous communication for location based service using asymmetric cryptography scheme was proposed by
Memon et al (2015) to prevent such attacks and provide mutual authentication to make the system more secured.

Another method to protect data transmission includes the periodic distribution of a session key to group
members in secured multicast communication. More research was done for key distribution over reliable
channels, but a self-healing key distribution scheme with revocation capability was presented by Staddon et al
(2002) to retrieve lost group keys on their own, without requesting additional transmissions from the group
manager, thus mitigating network traffic as well as load on group manager. This scheme was enhanced by Liu et
al (2003) to be used in highly mobile, volatile and hostile wireless networks. The communication overhead and
the storage overhead were also reduced to prolong the lifetime of wireless devices. The scheme presented by
Staddon et al (2002) was analyzed and modified by Blundo et al (2004) in order to reduce the communication
complexity and memory storage further than evaluated by Liu et al (2003). In the modified scheme, the user was
able to recover all keys associated with sessions from one broadcast message. It was also observed that the
previous schemes did not hold lower bound on the size of the broadcast message. So, a new definition of self-
healing key distribution was proposed by Blundo et al (2006) in which the scheme presented by Staddon et al
(2002) was modified and extended in order to provide some lower bounds on the resources required for
implementing such schemes. Some deficiencies in previous schemes were improved by the scheme presented by
Dutta et al (2007) in which the personal key was reused to next m sessions without any alteration and the
maximum session number (m) was no longer needed to be determined in setupphase. This scheme was further
improved by Dutta et al (2008) by reducing communication overhead without increasing storage cost. It was
evaluated that the schemes presented by Dutta et al (2007, 2008) were insecured against random attacks (Daza
et al, 2009). A new self-healing key distribution scheme with sponsorization capability for infrastructure-less
wireless networks was proposed by Han et al (2009) in which the length of broadcast message was shortened to
reduce storage overhead. Wang et al, 2011 observed some flaws in this scheme that it was not capable to
provide forward and backward security as some internal users generated a new session key. This scheme was
resulted as insecured to be implemented in wireless networks. A new mechanism was presented by Rams et al
(2013) to achieve backward secrecy in long-lived self-healing group key distribution schemes based on
exponential arithmetic. The security analysis of the scheme proved that the forward and backward secrecy was
achieved, and also collusion between the newly joined users and the revoked ones was avoided. Two improved
Self-healing Group Key Distribution (SGKD) schemes using the One-way Hash Chain (OHC) and Revocation
Polynomial (RP) in resource-constrained wireless networks were proposed by Chen et al (2014) in which some
novel methods were presented to utilize one-way hash chain, and to construct the personal secret, the revocation
polynomial and the key updating broadcast packet. By this, the collusion attack resistance problem in existing
HC-SGKD schemes was solved. Simulation results proved that the proposed OHC and RP-SGKD schemes were
practical for resource constrained wireless networks in bad environments where a strong collusion attack
resistance was required and many users should be revoked. This scheme was analyzed to be insecured due to
presence of some security flaws found by Zheng et al (2014) in which a revoked user recovered other legitimate
user’s personal secrets which could be used to recover the current session's session key, this directly broke the
forward security, revocation capability and collusion attack resistance capability.

For secured communication, it is necessary to use appropriate cryptographic algorithms to provide the required
security services. The efficient algorithms require correct protocols for authentication and key management. A
variety of protocols specifically designed for use in mobile applications were proposed by many authors (A.
Aziz et al, 1994; Basyouni et al, 1997; Beller et al (1991-93); Park et al, 1994; Varadharajan et al, 1996). A
hybrid authenticated key-establishment protocol was proposed by Qiang Huang et al (2003) in which both
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asymmetric- and symmetric-key cryptographic techniques were used to reduce computation by providing fast
processing speed and less communication overhead. This protocol was analyzed by X. Tian et al (2005) and
observed that it was insecured against various attacks. Thus, the security of the protocol was enhanced by
generating the long-term private key randomly, so that, an attacker could not get the key easily. It was observed
that the protocol proposed by Qiang Huang et al (2003) and improved by X. Tian et al (2005) did not provide
perfect forward secrecy. In order to address with this problem, an improved protocol was proposed by Yoon et
al (2006). This protocol also provided protection against various attacks and less communication overhead. A
novel distributed key management scheme based on Exclusion Basis Systems (EBS) was proposed by Younis et
al (2006) for management of encryption keys in large-scale clustered networks. This scheme was proved to be
highly scalable, hierarchical, efficient, location-aware, and light-weight. A multi-group key management
scheme was presented by Yan et al (2007) to achieve forward and backward secrecy based on hierarchical group
access control. A probabilistic unbalanced key management scheme LIGER was designed and implemented by
Patrick Traynor et al (2007) to provide security in potentially dynamic environments. An efficient key
management scheme, namely, Key Tree Reuse (KTR) was proposed by QijunGu et al (2009) to handle key
distribution with regard to complex subscription options and user activities. The simulation results proved that
this scheme reduces communication overhead and decryption cost significantly. SaberBanihashemian et al
(2010) proposed a new key management scheme based on random key pre-distribution in which probability of
key sharing and resiliency against node capture was increased. A centralized conference key management
mechanism based on the elliptic curve cryptography and Lagrange interpolation was introduced by M. H. Guo et
al (2011) which provided forward and backward secrecy, less computing cost, and protection against various
attacks. A new approach for generating keys from available data was proposed by Ajay Kakkar et al (2012) to
provide a more secure cryptographic model with a minimum number of overheads. A group key management
mechanism was proposed by M. H. Guo et al (2012) for data communication in Vehicular Ad hoc Networks
(VANETS). This mechanism was developed on the basis of a decentralized architecture with hierarchical key
tree and cluster heads. It provides a rekeying method to reduce the communication cost, also better forward and
backward security was achieved. A new key management scheme based on two-dimensional backward key
chains was presented by Sujuni Li et al (2012) for Multiple Deployment Sensor Networks (MDSNs). The
security analysis and simulation results indicated that the scheme provides high local connectivity with a low
storage overhead. An efficient hierarchical key management system was presented by Chien-Ming Chen et al
(2014) for a heterogeneous cluster based Wireless Sensor Network (WSN). The system utilized symmetric
cryptographic algorithms and low cost operations such as bitwise XOR operation and modular multiplication.
The simulation results proved that the mechanism was efficient in storage, communication, and computation. An
efficient group key management scheme based on Logical Key Hierarchy Plus (LKH++) algorithm was
proposed by Wenbin Yao et al (2015) for heterogeneous sensor networks. This scheme provided protection
against node compromise attacks by separating key management and key distribution methods to enhance the
network security. A slot based multiple group key management scheme was proposed by Trust T. Mapoka et al
(2015) to improve the key management performance and authentication during handoff process. Two rekeying
approaches, namely, pairwise and Logical Key Hierarchy (LKH) were implemented to significantly reduce
communication bandwidth overhead, storage overheads.Jiming Yao et al (2016) proposed a group-based secure
authentication and key agreement (GBS-AKA) scheme in which the majority redundant signaling, and lighten
the level of congestion in the core network have been reduced. Also the authentication delay distinctly has been
reduced and varieties of malware attacks have been prevented. Furthermore, this protocol greatly improved
bandwidth consumption and signaling congestion.A hierarchical group based mutual authentication scheme,
HGMAKA has been proposed by ProbiditaRoychoudhury et al (2017) for Machine Type Communication over
LTE network. This protocol has reduced the overall signalling load on the access network eNBs. Muzammil M.
Ahmad and Sibghatullah 1. Khan (2017) provided a three-tier authentication system having three servers, two
intermediate servers and an application server to check the authenticity of the client at three independent
channels. The application server is used to concatenate the messages received from intermediate servers and
compare it with the message received from the client, thereby authenticating the client and servers through same
session key. A user authentication scheme based onimproved challenge-response mechanism has been presented
by Yuxiang Feng et al (2017) to avoid replay attack and an efficient mutual user authentication and a secure
session key agreement have been achieved.A dynamic group based efficient and secure (DGBES-AKA)
protocol has been proposed by Shubham Gupta et al (2017) to achieve mutual authentication between MTC
devices and core network thereby provided data integrity, confidentiality and key secrecy in terms of KFS/KBS
for large number of MTCDs. This protocol has reduced the signalling congestion to large extent and also
avoided many wvulnerable attacks. Prasanta Kumar Roy et al (2017) proposed a new enhanced two-factor
authentication scheme to provide mutual authentication between the communicating parties and to establish a
proper session key between them.The protocol was implemented using HLPSL language and formally validated
using AVISPA tool to ensure its ability to withstand several attacks.A highly secured 2-way authentication
protocol has been proposed by Binu P K et al (2018) to provide mutual authentication between client and server
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using Zero Knowledge Protocol (ZKP) for web applications ensuring data confidentiality and integrity. ZKP has
been implemented with the help of Diffie-Hellman key exchange algorithm to verify the authenticity of the user
for the access of services provided by the portal. Balu L. Parneet al (2018) analysed the GBS-AKA protocol
proposed by Jiming Yao et al (2016) and found it failed to provide full security to MTCDs and also not able to
avoid impersonation and DoS attacks, thereby failed to maintain KFS/KBS. To rectify these problems, a
security enhanced group based (SEGB-AKA) protocol has been proposed by solving the problem of the single
key during the authentication process.

I1l. CONCLUSION:

Various authentication techniques for cryptography in terms of mutual authentication, session key exchange,
and key management are analysed based on many parameters like disclosure of user identity,computational
complexity, forward/backward secrecy, shared key protection, etc. At first, work done by numerous authors was
reviewed and then compared based on aforesaid parameters. Many of threats and attacks such as replay attack,
redirection attack, DDoS attack, man-in-the-middle attack, etc. to LTE network have been discussed. Also a
number of protocols such as DGBES-AKA, GBS-AKA,SEGB-AKA etc. are used to remove such attacks.Aong
all protocols, DGBES-AKA and SEGB-AKA provided better KFS/KBS. Some of the protocols used dynamic
policies to provide complete authentication, integrity, confidentiality, better key management and
forward/backwardsecrecy for LTE networks.
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