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Abstract: Here, encryption and decryption of information has made using RSA and XOR. The proposed technique is 

more secure and more efficient as compare to traditional security technique. The use of XOR operator has enhanced the 

security of network. XOR key would encrypt data more efficiently as compare to traditional algorithm. The Proposed 

technique makes the data transmission fast. The proposed technique is more secure in all sense as it is immune to brute 

force attack as well as timing attack. The XOR based security has been improved the performance of encryption and 

decryption. Additional security technique   such as IP verification restricts the attacks from hacker end. In this research 

real image is loaded for encryption. The key image is then loaded to perform XOR operation From above results in case 

of timing attack comparison of traditional and proposed work, it is clear that the strength of proposed work as compare to 

traditional RSA work. From the above analysis it has been clear that the probability of Timing attack is more in case of 

tradition RSA. 
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[1] Introduction 

RSA has been determined as one of the first public-key 

cryptosystems. It has been used to secure the dealing of 

information the key to encrypt the data is public in such 

a cryptosystem. This key is separate from the key which 

is used to do the decryption of data. This key is kept 

secret. With RSA, this asymmetry is dependent on 

actual complexity of factorization. This is related to the 

product of two large prime numbers. RSA user 

formulates a public key after that he publishes this key. 

This key is made on the base of two large prime 

numbers. This key also considers an auxiliary value. It is 

vital that the user kept this prime numbers private.  

Everyone who knows about the public key is used to do 

the encryption of a message. Therefore some techniques 

are published presently. If there is a proper length of 

public key, in that situation the knowledge full person of 

prime numbers can made decoding of the data. In the 

situation in which anyone breaks the RSA encryption is 

referred as RSA problem.  

[2] Encryption and Decryption Algorithm of RSA 

Two keys, d and e are used in RSA algorithm. It has 

been used to for decryption and encryption, respectively. 

The actual data P has been encrypted into decoded form 

that is referred as cipher text C. 

Algorithm of RSA for encryption 

Following step are include in order to RSA encryption 

in text 

STEP1:-Take plane text P 

STEP2:- Take two keys d and e 

STEP3:-Take n constant 

STEP4:- Get cipher text using equation C = P
e
 mod n 

Algorithm of RSA for decryption 

Following step are include in order to RSA decryption 

in text 

STEP1:- Take Cipher text C 

STEP2:- Take two keys d and e 

STEP3:- Take n constant 

STEP4:- Get plain text using following equation P = C
d
 

mod n 

[3] OBJECTIVE 

The following are the objectives of the under reference 

research work: 

1. Study and analysis of existing steganography 

security technique. 

2. Identification of loopholes in existing security 

technique. 

3. Design of proposed steganography technique to 

enhance the security with IP filter security 

technique and using the concept of visual 

steganography. 

4. Designing secure encoding and decoding 

technique to enhance the protection of system 

using the concept of visual steganography. 

5. Performance comparison between proposed XOR 

techniques with the existing One. 

6. Study of Brute force attack and Timing Attack and 

conclude how the proposed technique would 

enhance security from brute force attack 

[4] RESULT AND DISCUSSION 

RSA BASED IMPLEMENTATION IN MATLAB 

 

 

Fig 1:- crypt.m (part 1) 
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Fig 2 crypt.m (part 2) 

 

Fig: 3 Server Side designing and written code to enable 

download option and disable download option 

 

 

Fig: 4 Design view of Receiver application 

 

Table 1 Difference between Time Taken In Case of 

Traditional Security System and Proposed System 

No of 

Packets 

Time taken in case 

of 

Existing/traditional  

Time taken 

in case of 

proposed 

work 

10 1 0.7 

20 1.8 1.4 

30 2.4 1.9 

40 3.2 2.6 

50 4 3.1 

60 5 3.7 

 

 

Fig 5 Comparative analysis of time taken during 

transmission 

 

Fig 6 Comparative analysis of error rates at time of 

transfer data 

 

Fig 7 Comparative analysis of packet size 
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Table 2 Comparison between traditional RSA and 

proposed XOR technique 

Parameter  Tradition RSA 

Technique 

Proposed XOR 

Technique  

Brute force 

attack 

Attack is 

possible 

Attack is not 

possible 

Timing attack Possible of 

timing attack  

No possibility of 

timing attack 

Port Predefined User defined 

Security LESS secure 

because suffer 

from brute force 

and timing 

attack 

MORE secure 

because no 

chance of brute 

force and timing 

attack 

Ip validation NO YES 

Multi level 

encryption 

NO YES 

 

Table 3 Comparative Analysis In Case Of Brute 

Force Attack 

No of 

packets 

TRADITIONAL 

RSA Technique 

PROPOSED 

TECHNIQUE 

100 6 1 

200 8 2 

300 12 4 

400 15 6 

500 22 9 

600 31 13 

700 42 18 

800 51 23 

900 63 28 

1000 72 32 

 

 

Fig 8 comparative analysis of traditional and proposed 

technique in case of Brute force attack 

 

Table 4 Comparative Analysis of Traditional and 

Proposed Technique In Case Of Timing Attack 

No of 

Packets 

Traditional 

RSA Technique 

Proposed XOR 

Technique 

100 7 2 

200 10 4 

300 15 5 

400 21 8 

500 29 10 

600 39 14 

700 49 19 

800 62 25 

900 72 30 

1000 83 35 

 

 
Fig 9 Comparative analysis of traditional RSA and 

proposed XOR technique in case of Timing Attack 
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[6] CONCLUSION 

From above results in case of timing attack comparison 

of traditional and proposed work, it is clear that the 

strength of proposed work as compare to traditional 

RSA work. From the above analysis it has been clear 

that the probability of Timing attack is more in case of 

tradition RSA. As the number of packet increase, the 

probability of timing attack enlarges. Chances of 

unauthentic data access from Timing attack in proposed 

technique is less in proportion to traditional when then 

packet got increased. The proposed technique is more 

secure in all sense as it is immune to brute force attack 

as well as timing attack. The XOR based security has 

been improved the performance of encryption and 

decryption. Additional security technique   such as IP 

verification restricts the attacks from hacker end. In this 

research real image is loaded for encryption. The key 

image is then loaded to perform XOR operation. 

 

 

[7] FUTURE SCOPE 

The research work would be beneficial to secure data 

from RSA attack as the probability of Brute force attack 

is more in case of tradition RSA. It  would also be 

beneficial to save data from Timing attack as the 

probability of timing attack is more in case of previous 

RSA. As packet increases, the probability of timing 

attack also increases. Threat of attack on data using 

timing attack in proposed technique would be negligible 

as compare to traditional when then number of packet 

increases. The project scope is that it would limit the 

unauthorized execution. It would offer the better 

protection at the time of data transmission. 
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