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Abstract: In this paper, a review of RSA and XOR based encryption and decryption has been proposed. RSA has been 

considered an algorithm applied by modern computers in order to encrypt along with decrypt the information. The RSA 

algorithm includes the four phase. These are key generation, key distribution, encryption and decryption. Here the brief 

discussion has been made of traditional security technique along with their working and limitations. The existing research 

has discussed almost field related to the encryption and decryption mechanism using RSA and XOR. The research work 

would be beneficial to secure data from RSA attack as the probability of Brute force attack is more in case of tradition 

RSA. It  would also be beneficial to save data from Timing attack as the probability of timing attack is more in case of 

previous RSA. As packet increases, the probability of timing attack also increases. Threat of attack on data using timing 

attack in proposed technique would be negligible as compare to traditional when then number of packet increases. 
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[1] INTRODUCTION 

RSA has been considered an algorithm applied by 

modern computers in order to encrypt along with 

decrypt the information. This algorithm is an 

asymmetric cryptographic algorithm. By the word 

Asymmetric, means to say that there exists two separate 

keys. It has been also described as public key 

cryptography. Its cause is that any person may be get 

one of the keys. The RSA algorithm includes the four 

phase. These are key generation, key distribution, 

encryption and decryption. RSA is considered as an 

algorithm that has been used in modern computers in 

order to perform encryption. It also performs decryption 

of the information. Such mechanism has been count as 

asymmetric cryptographic algorithm. Asymmetric 

means that there are two keys. It has been also described 

as public key cryptography. Its cause is that intruder 

could get one of the keys. The RSA algorithm includes 

the four phase. The first is key generation. The second is 

key distribution. The third is encryption data and the 

forth is the decryption of data. The user of RSA creates 

a public key. Then he publishes the public key, with an 

auxiliary value. The public key is dependent on two 

huge prime numbers.  Here it is vital to provide the 

security to these prime numbers. Anybody can apply the 

public key to do the encryption of data.  On the other 

hand with today’s methods the public key is sufficient. 

Only the person knows the prime numbers is capable to 

do the decoding of data feasibly. To broke down the 

RSA encryption has been referred as the RSA issue. . 

 

 

 

 

 

FLOW CHART FOR RSA ENCRYPTION 

 

Fig 1 RSA Encryption Flow Chart 
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[2]XOR TECHNIQUE 

The proposed technique is more secure and more 

efficient as compare to traditional security technique. 

Design of Integrating to enhance the security of 

Steganography technique has resolved the issues with 

traditional researches. Design secure encoding and 

decoding mechanism to enhance the protection of 

system would allow user to transfer data over network 

without delay and loss of data. Cryptography is 

consisting creation of codes. Such type of programs is 

providing security to information. It is transforming data 

where information is in cipher form. Cryptography 

makes data transfer lacking of entities that are not 

authorized. It decrypts information back into plain text. 

Data security is applicable on cryptography at various 

levels. Information cannot be understood without 

decryption. Information is retaining its integrity at time 

of transmission. It performs same at the time of its 

storage. Cryptography is not performing denial. It is 

confirming sender and make the delivery of data. Use of 

XOR operator has been proven capable to boost network 

protection. XOR key has been found capable to encrypt 

information efficiently than traditional algorithm. 

Encryption and decryption process are dependent to 

XOR key. 

 Working  

 [3] LITERATUERE REVIEW 

Here the brief discussion has been made of traditional 

security technique along with their working and 

limitations. 

In 2003, Erin Michaud et. al. [1] proposed a system 

that was to study and did analysis of many freeware 

appliances. These appliances use some usual technique 

to hide the data in the form of digital files. They have 

found the pattern by which anyone can normally embed 

the sensitive data. This data is related to normally 

exchange graphic, audio as well as text file formats. 

There are many overviews of several techniques of 

Steganography for every kind of file. This synopsis had 

been followed by evaluation of appliance.   

In 2004, A. Perrig, J. Stankovic et. al[2] describe  on 

security in wireless sensor networks. They have 

considered threat to security of wireless sensor network. 

They also discussed the limitation of existing 

mechanism with proposed security mechanism. 

In 2004 H. Anderson. et. al [3] found  her views on 

Introduction to Computer Security. They have 

considered general security need in case of computer. 

They explained the threats to computer security and 

present security mechanism. 

In 2004, Kristin Lauter, et. al “ [4] proposed explained 

elliptic curve cryptography advantages. These are used 

for wireless security. This system is more secure as 

compare to proposed work. The use of elliptic curve has 

made the system more secure which was less efficient in 

case of traditional mechanism. 

In 2005, Z.Z Kermani et. al [5]  explained a robust 

steganography algorithm. This algorithm is based on 

texture correspondence. This algorithm is found more 

robust and secure as compare to previous techniques. 

Here the concept of texture similarity has been as 

research methodology. 

In 2005, A.I. Hashad, et. al. [6] proposed a robust 

steganography technique. For this purpose the discrete 

cosine transform insertion. The use of discrete cosine 

transformation has introduced the twist in security. This 

approach has made steganography robust as compare to 

traditional techniques. 

In 2006, X. Zhang et. al, [7] focus on efficient 

steganographic embedding by exploiting. They have 

considered threat to security in network. They explained 

the limitation of existing mechanism with proposed 

security mechanism. 

In 2007, A. Savoldi, et. al, [8] describe  the Data secrete 

in SIM/USIM cards. They explained a steganographic 

review. This research is an attempt to provide security 

of SIM/USIM cards.  

In 2008, Vivek Kapoor,et al. [9] focus on Elliptic curve 

cryptography. This system has been found more secure 

than proposed work. The utilization of elliptic curve has 

made the system more secure which was less efficient in 

case of previous cryptography mechanism. 

In 2008, F. Amin, A. H. jahangir et. al [10] proposed  

analysis the public key cryptography . These key has 

been used in wireless sensor networks security. They 

have considered threat to security of wireless sensor 

network. They also discussed use of public key 

cryptography along with limitation of previous security 

mechanism. 

In 2009, Dipti Kapoor Sarmahet. al. [11] describes 

represented System for data hiding using Cryptography 

& Steganography. They had proposed a new system. 

This system is applicable to combine the cryptography 

and Steganography. It has been for these purpose four 

keys are used. It would be extremely protected 

technique used in data transmission in future. Their 

system had required quality of graphic. These systems 

are with little alteration in graphic.  

In 2009, Dragoş Dumitrescu et.al. [12] System 

described that purpose of work was to perform an 

analysis over most widely-used image Steganography 

mechanism were focusing on different categories that 

comprise this discipline.  Findings represented that one 

may observe that all   Steganography mechanism 

described throughout that research were shown to be 

broken under some type of statistic or artificial 

intelligence-based tests.  

 In 2010, George Abboud et. al. [13] proposed system 

and stated that Steganography & Visual Cryptography in 

Computer Forensics in which description of 

Steganography.  Visual cryptography had been 

described with several review executed on several 

algorithms of each kind.  Separate algorithms for 

Steganography as well as visual cryptography include 

several merit and energy, along with demerit and 

limitation.  
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 In 2011,Masoud Nosrati et.al. [14] Introduced that 

Steganography methods were going to express several 

kind of Steganography having cover data. As first phase, 

they would talk about text Steganography and examine 

the decription of it. At last, audio Steganography has 

LSB Coding, Phase Coding. It also has Spread Spectrum 

and Echo Hiding mechanism that were described. 

In 2012,Pranab Garg et.al. [15] Proposed system on 

Cryptography & Significance of Key Length stated that 

Cryptography has been emerged is an as vital method to 

transfer the data. Several algorithms of cryptography 

have been reviewed here. In the case if the benefits 

related to these algorithms are attached to one algorithm, 

then there would be increment in efficiency within key 

length.  

 In 2012, Pria Bharti, et.al[16] Proposed a concept of 

Data Hiding in Images. They have used the 

Cryptography & Steganography. They have showed that 

Cryptography is the method to use mathematics. It has 

been done to do the encryption and decryption data. 

Along with this the Steganography has been determined 

as an art and science which is used to hide the 

transmission the Results has defined that a novel scheme 

for embedding data in graphics was Cryp Steg. By the 

way the attached use of cryptography and 

Steganography procedure is used in one algorithm. First 

of all they did the encryption of data and then embedded 

within graphic. It has been done within new algorithm 

of Steganography.   

In 2015, Pradnya S. Nagdive et. al.   Proposed work of 

Visual Cryptography & steganography states that 

privacy & consideration of graphic are a spirited space 

of evaluation. For these two totally separate concepts, 

the graphics are encrypted by applying encoding 

algorithms with the use of keys. Overall the result has 

indicated that the second concept includes the secret 

data. This concept is useful with data hiding algorithms. 

It has been done to maintain the secrecy of graphic. 

In 2015, S.M. Poonkuzhali1, et. al. describe research 

on data hiding . For this purpose they have visual 

cryptography to secure the dealing. The data hiding 

methods have applied by them. They have used several 

frames are there which are used to secure the data 

transmission of data over network. In conclusion the 

hacker that wants to hack was efficient to watch the 

secret graphic. 

In 2015, Archana.O.Vyas , et al. described Overview 

of Image Steganographic  mechanism. They also did 

evaluation of some of most established algorithms. 

These algorithms are used in graphic Steganography in 

different embedding domains. These domains have 

dependency on security degree, capacity as well as 

factors. They also have been pointed out the future 

usefulness related to the research. The area of the 

research is graphic Steganography. 

In 2015,Priyanka B. Kutade, et al.  Proposed Survey 

on Various Approaches of Image Steganography 

interpreted that Steganography has been determined as 

an art of concealing the fact. It has been done to fulfill 

the purpose of dealing. The Steganography is capable to 

hide the sensitive data from other data. The evaluation 

results have indicated that every technique carries the 

benefits along with limitation.  

In 2016, Priyanka Mor, et al.  Describe the paper 

method of Online Payment System. For this purpose 

they have used Steganography and Visual 

Cryptography. They has applied text dependent 

Steganography with visual cryptography were 

discussed. The finding represented innovative view that 

gave restricted data for fund sending. That technique 

secured user data and enhancing user’s self-confidence 

and remove recognized robbery. 

In 2016, K.S. Seethalakshmi, et al. proposed algorithm 

which Use of Visual Cryptography & Neural Networks 

to Enhance Security in Image Steganography provides  

high protection and graphic quality. Visual 

Cryptography ensured secure transmission of image 

over internet.  Future scope was added private or public 

key for encryption increase number of shares in visual 

cryptography to compare improvement in quality. 

In 2016, A. Joseph Amalraj1 et al. proposed survey 

paper that was a complete review of Cryptography 

techniques. Using these algorithms and perception the 

protection of data has been considered very vital. The 

reason is that the process of selling and purchasing of 

goods by the open network is made regularly. By this 

review the researchers have reviewed the traditional 

works on encryption technique. At last they evaluated 

the efficiency of selected symmetric algorithms.    

 In 2017, Priyanka Bubna,et al.  Proposed paper a 

Review on Implementation Visual Cryptography & 

Steganography for Secure Authentication was presented. 

The present chapters describe existing research in field 

of Steganography Tools and Methods.  After taking the 

review of these existing researches, it has been come to 

know that beside of the advantages, these reviews have 

their loop holes also. But it provides a base for an 

innovative research. 

[4]PROBLEM STATEMENT 

The tradition algorithms have certain limitations. Use of 

traditional encryption and decryption security technique 

has slow down the performance of network. Research by 

Erin Current on Steganography Tools & Methods has 

discussed steganography [2] tools that are hiding 

information but these tools make the poor performance 

during data transmission. Researches of Dipti Kapoor 

also have same limitation.  Research by Dragoş, George, 

and Masoud has provided the security to network using 

steganography technique but they ignored the IP level 

security. However this mechanism would hide the data. 

These mechanisms are not going to prevent attacker 

from destroying data. Some of the researches are using 

Image[7] Steganographic technique that takes long time 

to encrypt data. 

[5] PROBLEM FORMULATION 

However the protection to data has been provided using 

traditional technique but they have certain limitation. If 

attacker is not able to understand the information he 
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could destroy the     information. If security technique is 

integrated the performance of system slows down. 

Tradition systems are either securing network 

connection only or network data only. In proposed 

technique the objective is to provide security to data as 

well as security to network connection. Moreover, there 

is also focus on performance of system along with 

security. 

[6] CONCLUSION 

The proposed technique is more secure in all sense as it 

is immune to brute force attack as well as timing attack. 

The XOR based security has been improved the 

performance of encryption and decryption. Additional 

security technique   such as IP verification restricts the 

attacks from hacker end. In this research real image is 

loaded for encryption. The key image is then loaded to 

perform XOR operation From above results in case of 

timing attack comparison of traditional and proposed 

work, it is clear that the strength of proposed work as 

compare to traditional RSA work. From the above 

analysis it has been clear that the probability of Timing 

attack is more in case of tradition RSA. As the number 

of packet increase, the probability of timing attack 

enlarges. Chances of unauthentic data access from 

Timing attack in proposed technique is less in 

proportion to traditional when then packet got increased. 

[7] FUTURE SCOPE 

The project scope is that it would limit the unauthorized 

execution. It would offer the better protection at the time 

of data transmission. The research work would be 

beneficial to secure data from RSA attack as the 

probability of Brute force attack is more in case of 

tradition RSA. It  would also be beneficial to save data 

from Timing attack as the probability of timing attack is 

more in case of previous RSA. As packet increases, the 

probability of timing attack also increases. Threat of 

attack on data using timing attack in proposed technique 

would be negligible as compare to traditional when then 

number of packet increases. 
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