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Abstract: Due to rapid growth in the technology of data mining and its popularity threat to the 

security of individual's sensitive information is also increasing. In this paper, we view the 

privacy issues related to big data from a new perspective and discuss various approaches that can 

help to protect sensitive private information. There are four different types of users involved in 

data mining applications, which are, data provider, data collector, data miner, and decision 

maker. For each type of user, different privacy concerns and the methods can be adopted to 

protect sensitive information technically as well as non-technically and also directions can be 

given for same by using some useful techniques. 
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1 Introduction 

In today‟s world of technology, big data is creating a world where maintaining control over the 

revelation of our personal information is challenged constantly. Big data is changing the 

landscapes of security, technologies used in network monitoring like SIEM, and forensics. 

Efforts are needed  as it is not a panacea, so there is a need to create awareness on the value of 

privacy and various tools should be developed  for the designing of big data systems that follow 

commonly agreed on privacy guidelines. 

1.1 What Is Big Data 

Big Data refers to the huge data sets obtained from various sources such as science experiments, 

sensor systems, social network activities, telecommunications data, cameras and surveillance 

systems, and daily business and financial transactions. Companies collect huge volumes of data 

about their customers, suppliers, operations, and business transactions. Sensors that are 

embedded in roads, buildings, mobile phones and devices, vehicles, and smart energy meters 

generate trillions of bytes of real-time information. Big Data starts with large-volume; 

Heterogeneous, autonomous sources with distributed and Decentralized control, and seeks to 

explore complex and evolving relationships among data. These characteristics make it an 

extreme challenge for discovering useful knowledge from the Big Data. In addition, billions of 

individuals around the world contribute on a daily basis to the increasing size and availability of 

big data through social media sites and applications. Such huge data offer a great opportunity to 

understand and use it in beneficial applications. However, the sheer size of such data sets pause 
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new technological challenges in terms of storage capacity and management, organization, 

processing and analysis [15] 

 Big data applications generally seek new knowledge and gather intelligence from the data 

and convert that into business advantages in terms of enhancing operations and profitability and 

reducing risks and overheads. In addition, utilizing big data can provide a number of new types 

of advanced services that have just recently been introduced or will be introduced in the near 

future. These services enhance the quality of life and help reduce risks and threats. Big data is 

often measured by the following 3Vs.  

 Volume-The expanding use of the Internet, mobile devices and Smartphones contributes 

significantly to generating this huge data. Another source of this data is sensors and 

sensor systems that are embedded in our daily life activities. 

 Variety-The collected data can be structured or unstructured data. It can also have 

different formats. Some of the data is produced in a random fashion while some are 

frequently or periodically produced. In the latter case, the data can also differ in the 

production frequencies. 

 Velocity-Huge amounts of new data are created every second and added to existing big 

data sets. In most big data applications, this new data needs to be included in the analysis 

and real-time decision making. 

 

 
FIGURE. 1   General 

Architect

ure of Big Data Analytics [15] 

1.2 Privacy Concerns 

Indeed, big data will be promising, but it is usually accompanied by privacy concerns, on the 

other side of the same coin as symbolized by “Big Brother.” Privacy advocates such as EPIC 
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(Electronic Privacy Information Center) issue many privacy alerts including BD-related potential 

violations and the research community is making every effort to develop Privacy-Preserving 

Data Mining (PPDM), privacy enhancing technology (PET), etc. In order to have a right balance 

between opportunities and concerns about big data, academia is also trying to solve the problem. 

For example, Tene and Polinetsky put Big data between Big Benefit and Big Concerns and call 

for “Big Decisions,” While Machanvajjhala and Reiter expect “Big Privacy.” However, 

discussions tend to go on without clear definition of privacy, and quite frequently, privacy is 

confused with confidentiality of private information. Privacy laws are usually considered in the 

context of an individual's privacy right or reasonable expectation of Privacy, both of which are 

subjective rather than objective [2]. Therefore, there are ever-lasting debates among legal 

Scholars regarding what elements constitute privacy. Warren and Brandeis‟ paper was the first 

attempt, in which they defined privacy as “an inviolate personality” Symbolized as “the right to 

be let alone.” 

1.3 Information Sharing and Data Privacy 

Information sharing is an ultimate goal for all systems involving multiple parties. While the 

motivation for sharing is clear, a real-world concern is that Big Data Applications are related to 

sensitive information, such as banking transactions and medical records. Simple data exchanges 

or transmissions do not resolve privacy concerns. For example, knowing people‟s locations and 

their preferences, one can enable a variety of useful location-based services, but public 

disclosure of an individual‟s locations movements over time can have serious consequences for 

privacy. To protect privacy, two common approaches that can be used  are: 

1. Restrict access  to the data such as adding certification or access control to the data 

entries, so that sensitive information is accessible only  by a limited group of users. 

2. Anonymize data fields in such a way  that sensitive information cannot be pinpointed to 

an individual record.  

For the first approach, common challenges are to design secured certification or access control 

mechanisms, such that no sensitive information can be misconducted by unauthorized 

individuals. For data anonymization, the main objective is to inject randomness into the data to 

ensure several privacy goals.  

2 Technical Solutions to Privacy Protection 

By differentiating the role of a user in four different user ways, we can explore the privacy issues 

in data mining in a principled way [1]. All users care about the security of sensitive information, 

but each user role views the security issue from its own perspective. What we need to do is to 

identify the privacy problems that each user role is concerned about, and to find appropriate 

solutions to the problems. Here we briefly describe the privacy concerns of each user role. 

Detailed discussions are presented in following sections. 
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2.1 Privacy Concerns of Each User Role 

 

FIGURE.2 Simple illustration of the application scenario with data mining at the core [1] 

 

2.1.1 Data Provider 

 

The major concern of a data provider is whether he can control the sensitivity of the data he 

provides to others. The provider should be able to make his  private data, namely the data 

containing information that he does not want anyone else to know, inaccessible to the data 

collector. On the other hand, if the provider has to provide some data to the data collector, he 

wants to hide his sensitive information as much as possible and get enough compensations for 

the possible loss in privacy. To investigate the measures that the data provider can adapt to 

protect privacy, consider the following three situations: 

 Situation 1- If the data provider considers his data to be very sensitive, that is, the data 

may reveal some information that he does not want anyone else to know, the provider can 

just refuse to provide such data. Effective access control measures are desired by the data 

provider so that he can prevent his sensitive data from being stolen by the data collector. 

 Situation  2- Realizing that his data is valuable to the data collector as well as the data 

miner, the data provider may be willing to hand over some of his private data in exchange 

for certain beneath, such as better services or monetary rewards. The data provider needs 

to know how to negotiate with the data collector so that he will get enough compensation 

for any possible loss of Privacy. 

 Situation 3- If the data provider can neither prevent the access to his sensitive data nor 

make a lucrative deal with the data collector, the data provider can distort his data that 

will be fetched by the data collector, so that his true information cannot be easily 

disclosed. 
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2.1.2 Data Collector 

The data collected from data providers may contain individual‟s sensitive information. Directly 

releasing the data to the data miner will violate data providers' privacy. Hence data modification 

is required. On the other hand, the data should still be useful after modification; otherwise 

collecting the data will be meaningless. Therefore, the major concern of data collector is to 

guarantee that the modified data contain no sensitive information but still preserve high utility. It 

is necessary for the data collector to modify the original data before releasing them to others so 

that sensitive information about data providers can neither be found in the modified data nor be 

inferred by anyone with malicious intent. Generally, the modification will cause a loss in data 

utility. The data collector should also make sure that sufficient utility of the data can be retained 

after the modification, otherwise collecting the data will be a wasted effort. 

2.1.3 Data Miner 

In order to discover useful knowledge which is desired by the decision maker, the data miner 

applies data mining algorithms to the data obtained from the data collector. The privacy issues 

coming with the data mining operations are twofold [1]. If personal information can be directly 

observed in the data and data breach happens, the privacy of the original Data owner (i.e., the 

data provider) will be compromised. On the other hand, equipped with the many powerful data 

mining techniques, the data miner is able to find out various kinds of information underlying the 

data. Sometimes the data mining results may reveal sensitive information about the Data owners. 

2.1.4 Decision Maker 

The ultimate goal of data mining is to provide useful information to the decision maker, so that 

the decision maker can choose a better way to achieve his objective, such as increasing sales of 

products or making correct diagnoses of diseases. The Privacy concerns of the decision maker 

are twofold: how to prevent unwanted disclosure of sensitive mining results, and how to evaluate 

the credibility of the received mining results. The data mining results provided by the data miner 

are of high importance to the decision maker. If the results are disclosed to someone else, e.g., a 

competing company, the decision maker may suffer a loss. 

3 Non-Technical Solutions to Privacy Protection 

Legislation on privacy protection has always been a prime concern of people. Many countries 

have established laws to regulate the acts involving personal information. Despite the many laws 

and regulations, nowadays the definition of the right to privacy and the boundary of 

„„legitimate‟‟ practice on personal data are still vague. There is an urgent need to improve current 

legislation to reconcile the conflict between individual‟s right to privacy and the government 

need for accessing personal information for national security. Besides laws and regulations, 

industry conventions are also required. Agreement between different organizations on how 

personal data should  be collected, stored and analyzed, can help to build a privacy-safe 
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environment for data mining applications. Also, it is necessary to enhance propaganda and 

education to increase public awareness of information security. 

4 Future Research Directions 

4.1 Personalized Privacy Preserving 

Developing practical personalized anonymization methods is in urgent need. Besides, 

introducing personalized privacy into other types of PPDP/PPDM algorithms is also required. In 

addition, since complex socio-economic and psychological factors are involved, quantifying 

individual‟s privacy preference is still an open question which expects more exploration. 

4.2 Data Customization 

We may consider reverse data management (RDM) to be a family of data customization methods 

by which we can get the desired data from which sensitive information cannot be discovered. In 

a word, data customization can be seen as the inverse process of ordinary data processing. 

Whenever we have explicit requirements for the outcome of data processing, we may resort to 

data customization. Exploring ways to solve the inverse problem is an important task for future 

study. 

4.3 Provenance for Data Mining 

The complete process of data mining consists of multiple phases such as data collection, data 

preprocessing, data mining, analyzing the extracted information to get knowledge, and applying 

the knowledge. This process can be seen as an evolvement of data. If the provenance information 

is corresponding to every phase in the process, such as the ownership of data and how the data is 

processed, can be clearly recorded, it will be much easier to find the origins of security incidents 

such as sensitive data breach and the distortion of sensitive information. We may say that 

provenance provides us a way to monitor the process of data mining and the use of mining result. 

Therefore,techniques and mechanisms that can support provenance in data mining context should 

receive more attention in a future study. 

5 Conclusion 

In this paper review regarding the privacy issues related to data mining by using a user-role 

based methodology is presented. We are trying to differentiate four different user roles that are 

commonly involved in data mining applications, i.e., data provider, data miner, decision maker 

and data collector. Each user role has its own privacy concerns; hence the privacy-preserving 

approaches adopted by one user role are generally different from those adopted by others. We 

have reviewed recent progress in related studies and discussed problems awaiting to be further 

investigated.  
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